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) redhat Intr oduction

Welcometo the RedHat EnterpriseLinux StepBy StepGuidéd

By now, you shouldhave readthe RedHat EnterpriseLinux Installation Guideandsuccessfullyin-
stalledRedHat EnterpriseLinux. This manualis designedo helpnev andintermediateLinux users
navigateandperformcommontasks.Keepin mind thatLinux looks, feels,andperformsdifferently
from otheroperatingsystemg/ou mayhave used Forgetaboutthe conventionsof otheroperatingsys-
temsand,with anopenmind, approactRedHat EnterpriseLinux asa new, interestingandversatile
alternatve.

This manualis task-orientedYouwill nd usefultips, hints,warnings,andscreershotsinterspersed
throughoutFirst, youwill learnthe basicsof usingRedHat Enterpriselinux, suchascustomizinga
desktop,con guring a printer andgettingonline. Oncethe basicsare covered,the taskscoveredin
this manualbecomeprogressiely moreadwanced.

Mostuserschooseo work within eitherthe GNOME or KDE graphicaldesktopenvironments(other
desktopenvironmentsarealsoavailable). The RedHat EnterpriseLinux StepBy StepGuidefocuses
primarily on how to performtasksin thesetwo ervironments.

Topicsdiscussednhclude:

- Usingthegraphicaldesktopenvironment
« Managing les anddirectories

« Workingwith documents

« UsingtheWebandemail

- Working with a digital camera

After conqueringthe basicsof your Red Hat EnterpriseLinux system,you may needinformation
on more adwancedtopics. You can nd this informationin the Red Hat EnterpriseLinux System
Administation Guide the RedHat EnterpriseLinux RefeenceGuide the RedHat EnterpriseLinux
Introductionto SystemAdministation, andthe RedHat EnterpriseLinux SecurityGuide

HTML, PDF, andRPM versionsof the manualsareavailableon the RedHat EnterpriseLinux Docu-
mentationCD andonlineat http://wwwredhat.com/docs/.

; Note

Although this manual re ects the most current information possible, read the Red Hat Enterprise
Linux Release Notes for information that may not have been available prior to our documenta-
tion being nalized. They can be found on the Red Hat Enterprise Linux CD #1 and online at
http://www.redhat.com/docs/.

1. Changes to This Manual

Thismanualwaspreviously publishedunderthetitle RedHat Linux GettingStartedGuide It hasbeen
renamedandincorporatednto the RedHat Enterprise_inux documentatiorset.It hasbeenmodi ed
to includenew featuresn RedHat EnterpriseLinux 3 andre ect changesn documentegrocedures
thatarenot supportedn RedHat EnterpriseLinux. Changesgo this manualinclude:
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GettingStartedWth GNU Privacy Guard

Thisnew chapterdiscussesendingandreceving secureemailusingGNU Privagy Guard(GPG).
The chaptediscusseshe con gurationandusageof GPGwith anemailclient.

Diskettesand CD-ROMs

The sectiondiscussingX-CD-Roast wasremaved asit is no longerincludedin RedHat Enter
priseLinux.

Email Applications

The sectiondiscussingpine was removed asit is no longerincludedin Red Hat Enterprise
Linux.

2. Document Conventions

Whenyou readthis manual,certainwords are representedn differentfonts, typefaces,sizes,and
weights.This highlightingis systematicdifferentwordsarerepresenteth the samestyleto indicate
their inclusionin a speci c catgory. The typesof wordsthat are representedhis way include the
following:

command

Linux commandgandotheroperatingsystemcommandsywhenused)arerepresentethis way.
This style shouldindicateto you that you can type the word or phraseon the commandline
andpress[Enter] to invoke a command Sometimesa commandcontainswordsthatwould be
displayedn adifferentstyleontheirown (suchas le names)In thesecasesthey areconsidered
to bepartof thecommandsotheentirephrases displayedasa commandFor example:

Usethecat testfile commando view thecontentf a le, namedestfile ,inthecurrent
working directory
file name

File namesgdirectorynamespathsandRPM packageamesarerepresentethis way. Thisstyle
shouldindicatethataparticular le or directoryexistsby thatnameon your systemExamples:

The.bashrc le in yourhomedirectorycontainsbashshellde nitions andaliasedor yourown
use.

The/etc/fstab le containsnformationaboutdifferentsystemdevicesand le systems.
Installthewebalizer RPMif youwantto useaWebsenerlog le analysisprogram.

application

This styleindicatesthatthe programis anend-usempplication(asopposedo systemsoftware).
For example:

UseMozilla to browsethe Weh

[key]
A key onthekeyboardis shavn in this style.For example:

To use[Tab]completion typein acharacteandthenpresshe[Tab]key. Yourterminaldisplays
thelist of les in thedirectorythatstartwith thatletter
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[key]-[combination]
A combinationof keystrolesis representeéh thisway. For example:
The[Ctrl]-[Alt]-[Backspace]key combinationexits your graphicalsessiorandreturnyouto the
graphicallogin screeror theconsole.

text found on a GUI interface

A title, word, or phrasefound on a GUI interfacescreenor window is shavn in this style. Text
shawn in this style is being usedto identify a particularGUI screenor an elementon a GUI
screern(suchastext associateavith acheckboxor eld). Example:

SelectheRequire Password checkboxf youwouldlike yourscreenszerto requirea passverd
beforestopping.
top level of amenuon a GUI screenor window

A word in this styleindicatesthatthe word is the top level of a pulldovn menu.lf you click on
theword onthe GUI screentherestof the menushouldappearFor example:

Under File on a GNOME terminal, the New Tab option allows you to open multiple shell
promptsin the samewindow.

If you needto type in a sequenceof commandsfrom a GUI menu,they are shavn like the
following example:

Goto Main Menu Button (onthe Panel)=> Programming => Emacsto startthe Emacstext
editor

button on a GUI screenor window
Thisstyleindicateshatthetext canbefoundonaclickablebuttononaGUI screenFor example:
Click onthe Back buttonto returnto thewebpageyou lastviewed.

computer  output

Text in this styleindicatestext displayedo a shellpromptsuchaserrormessageandresponses
to commandsFor example:

Thels commandlisplaysthe contentsof a directory For example:
Desktop about.html logs paulwesterberg.png
Mail backupfiles mail reports

The outputreturnedin responseo the command(in this case the contentsof the directory)is
shavn in this style.
prompt

A prompt,whichis acomputers way of signifying thatit is readyfor you to input somethingis
shavn in this style.Examples:

$
#
[stephen@maturin stephen]$

leopard  login:

user input

Text thatthe userhasto type, eitheronthe commandine, or into atext box ona GUI screenjs
displayedn this style.In thefollowing example,text is displayedn this style:

To bootyour systeminto the text basednstallationprogram,you musttypein thetext com-
mandattheboot: prompt.
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replaceable

Text usedfor exampleswhichis meantto bereplacedvith dataprovidedby theuseris displayed
in this style.In thefollowing example, version-number is displayedn this style:

The directory for the kernel source is /usr/src/ version-number !, where
version-number is theversionof thekernelinstalledon this system.

Additionally, we useseveral differentstratgiesto drav your attentionto certainpiecesof informa-
tion. In orderof how critical the informationis to your system theseitemsare marked asnote, tip,
important,caution,or awarning.For example:

' ; Note

Remember that Linux is case sensitive. In other words, a rose is not a ROSE is not a rOsE.

©-

The directory /usr/share/doc/ contains additional documentation for packages installed on your
system.

Important

If you modify the DHCP con gur ation le , the changes will not take effect until you restart the DHCP
daemon.

@Caution

Do not perform routine tasks as root — use a regular user account unless you need to use the root
account for system administration tasks.

&Warning

Be careful to remove only the necessary Red Hat Enterprise Linux partitions. Removing other parti-
tions could result in data loss or a corrupted system environment.
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3. Copying and Pasting Text With X

Copying andpastingtext is easyusingyour mouseandthe X Window System.To copy text, simply
click anddragyour mouseover thetext to highlightit. To pastethetext somevhere,click the middle
mousebuttonin the spotwherethetext shouldbeplaced.

4. Using the Mouse

RedHat EnterpriseLinux is designedo usea three-litton mouse If you have a two-button mouse,
you shouldhave selectedhree-littonemulationduringtheinstallationprocesslf you're usingthree-
buttonemulation pressingboth mousebuttonsat the sametime equateso pressinghe missingthird
(middle) button.

In this documentijf you areinstructedo click with themouseon somethingthatmeanslick theleft
mousebutton. If you needto usethemiddleor right mousebutton,thatwill beexplicitly stated(This
will bereversedif you've con gured your mouseto be usedby aleft handedperson.)

The phrase'draganddrop” may be familiar to you. If you're instructedto draganddrop anitemon
your GUI desktopclick on somethingand hold the mousebutton down. While continuingto hold
down the mousebutton,dragthe item by maving the mouseto a new location.Whenyou've reached
thedesiredocation,release¢he mousebuttonto droptheitem.

5. We Need Feedback!

If you spotatypographicakrrorin the RedHat EnterpriseLinux StepBy StepGuide or if you have
thoughtof a way to make this manualbetter we would love to hearfrom you! Pleasesubmitareport
in Bugzilla: http://tugzilla.redhaicom/bugzll a/) againsthe componenthel-sbs

Whensubmittinga bug report,be sureto mentionthe manuals identi er:
rhel-sbs(EN)-3-Print-RHI (2003-11-12T01:05)

If you have a suggestiorfor improving thedocumentationtry to beasspeci c aspossiblewhende-
scribingit. If youhave foundanerror, pleasencludethe sectionnumberandsomeof the surrounding
text sowe can nd it easily

6. Sign Up for Suppor t

If you have avariantof RedHat EnterpriseLinux 3, pleaseremembeto signup for the bene tsyou
areentitledto asa RedHat customer

Registrationenablesaccesgo the RedHat Servicesyou have purchasedsuchastechnicalsupport
andRedHat Network. To registeryour product,go to:

http://www.redhat.com/apps/activate/

; Note

You must activate your product before attempting to connect to Red Hat Network. If your product
has not been activated, Red Hat Network rejects registration to channels to which the system is not
entitled.
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Goodluck, andthankyou for choosingRedHat EnterpriseLinux!
TheRedHat Documentatiorfeam



|. Starting Out

To begin the journey of usingyour RedHat EnterpriseLinux system,you needto learnthe basics.
This part introducesthe conceptsand termsthat help you get the mostout of Red Hat Enterprise
Linux, andlearnsomeof its exciting featuresFrom con guring your systemwith SetupAgentto

usingyour graphicaldesktopandthe shell prompt, this part helpsyou getacquaintedvith your Red

Hat EnterpriseLinux system.
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@ rednat Chapter 1.
Getting Started

From booting up to shuttingdown, whetheryou areworking or playing, RedHat EnterpriseLinux
providestools and applicationsto help you getthe mostout of your computingernvironment. This
chapterguidesyou throughsomebasictasksthatyou canperformon your RedHat EnterpriseLinux
system.

1.1. Setup Agent

The rst time you startyour Red Hat EnterpriseLinux system,the Setup Agent is presentedThe
Setup Agent guidesyou throughthe con guration of your RedHat EnterpriseLinux system.Using
this tool, you cansetyour systemtime anddate,add usersto your systeminstall software, register
your machinewith the RedHat Network, and more.Setup Agent allows you to con gure your en-
vironmentat the beginning, sothatyou canget startedusingyour RedHat EnterpriseLinux system
quickly.

= r/‘

Red Hat Enterprise Linux |

€ | [ Ben

Figure 1-1. SetupAgent

TheSetupAgent rst promptsyouto readandagreeto the LicenseAgreementwhich discussegour
rightsin using RedHat EnterpriseLinux. Click Yes,| agreeto the License Agreementand click
Next to continue.

Impor tant

You must agree to the License Agreement to continue using Red Hat Enterprise Linux. If you choose
No, | do not agree at the License Agreement screen, the machine prompts you to either re-read the
agreement or decline and shutdown your system. You cannot use Red Hat Enterprise Linux without
rst agreeing to the License Agreement.
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Figure 1-2. LicenseAgreement

TheSetupAgent allows youto manuallysetyour machines dateandtime, whichadjustgheclockon
your computers BIOS (BasicInput OutputSystem).To settheday, month,andyearon your system,
usethe calendarinterface. To setyour time in hours, minutes,and secondspusethe provided text
boxes.

Youmayalsosynchronizeyour dateandtime automaticallywith anetworktimeserver— acomputer
that sendsaccuratedateandtime settingsto your systemthrougha network connectionCheckthe
box labeledEnable Network Time Protocol andusethe drop-davn menuto selectthe time sener
youwantto use.Onceyou have setyour time anddate,click Next to continue.

Figure 1-3. Date and Time Con guration

Next, you shouldcreatea useraccountto useon a routinebasis.It is not recommendedb log in to

your root accountfor commoncomputingtasks,asyou may damageyour systemor unintentionally
deletea le. TheSetupAgent letsyou enterausernameanoptionalfull namefor theaccountanda
passwverd (which you mustentertwice). This createsa useraccounthatyou canuseto log into your
RedHat EnterpriseLinux systemandwhich hasits own homedirectoryon the systemnto store les.
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Figure 1-4. User Account

The Setup Agent probesyour systemfor soundcardsandattemptsto con gure the correctsettings
for usewith RedHat EnterpriseLinux. You canthenclick the Play testsoundbuttonto play a sound
samplelf youcanhearthe sample selectOK andyour soundcardcon gurationis complete.

Figure 1-5. Sound Card

To registeryour systemwith RedHat Network andreceve automaticupdatef your RedHat Enter

priseLinux systemchooseYes,| would lik e to register my systemwith Red Hat Network. This
will startthe RedHat UpdateAgent— a utility thatguidesyou step-by-stefthroughthe registration
of your machinewith RedHat Network. SelectingNo, | do not want to register my systemskips
theregistration.For moreinformationaboutRedHat Network andregisteringyour machineyeferto

theRedHat Network documentatiomt http://wwwredhat.com/docs/manesfRHNetwork/.
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Figure 1-6. Red Hat Network Registration Client

ToinstallRedHatEnterpriseLinux RPM packagethatyoudid notinstallduringinstallation software
from third-partyproviders,or documentatiofirom the RedHat EnterpriseLinux DocumentatiorCD,
youcandosoatthe Additional CDs screenlnsertthe CD containingthe softwareor documentation
youwantto install, click thelnstall... button,andfollow theinstructions.

; Note

If you are installing a package from the Red Hat Enterprise Linux Installation CDs, you must insert
CD 1, click the Install... button, choose the package(s) or component you want to install, and, if
prompted, change the CD.

Figure 1-7.Installing Additional Software

Now thatyour systemis con gured,you arereadyto log in andstartusingRedHat EnterpriseLinux.
Presg~orward to exit the SetupAgent.

1.2. Introductor y Terms

Whenyou learnabouta new operatingsystem you shouldalsolearnnen terminology This section
de nes a few basictermsyou shouldlearn. You will seethesetermsoften throughoutall Red Hat
EnterpriseLinux documentatiomncludingthe RedHat EnterpriseLinux StepBy StepGuide:
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CommandAn instructiongivento the computer mostoftenwith the keyboardor mouse.
Commandine: Thespaceatthe shellpromptwherecommandsretyped.

Graphical Desktop The mostvisible areaof a GUI. The desktopis whereyour userHome and
Start Hereiconsarelocated.You cancustomizeyour desktopto have speciabackgrounds;olors,
andpicturesto adda personatouch.

GraphicalUserInterface(GUI): A generakermfor interactve windows, icons,menusandpanels
which allow a userto initiate actionssuchasstartingapplicationsandopening les usinga mouse
andkeyboard.

Iconsaresmallimagesrepresentingn application,folder, shortcutor systemresourcgsuchasa
diskettedrive). Laundher iconsusuallyreferto applicationshortcuts.

Man page andInfo page: Man (shortfor manual)andInfo pagesgive detailedinformationabout
acommandor le (manpagegendto be brief andprovide lessexplanationthanInfo pages)For
example,to readthe manpagefor the su commandtypeman su ata shellprompt(or typeinfo
su for theinfo page).To closemanor Info pagespresgq].

Panet A desktoptoolbar usuallylocatedacrosshe bottomof your desktop(suchasFigure 1-8).
The panelcontainsthe Main Menu button and shortcuticonsto startcommonlyusedprograms.
Panelscanalsobe customizedo suityour needs.

Figure 1-8. The Desktop Panel

Root Rootis anadministratie useraccountreatedduringinstallationandhascompleteaccesso
the system.You mustbe loggedin asroot to accomplistcertainsystemadministrationtasks,such
aschangingadministratie passverds and running systemcon guration tools. User accountsare
createdsothattypical usertaskscanbe donewithout usingthe root accountwhich canreducethe
chanceof damagingyour RedHat Enterpriselinux installationor applicationgpermanently

RPM: RPM standsor RPM Padkage Manager andis hov RedHat builds anddeliversits software
les. An RPMis asoftwarepackagele youcaninstallonyourRedHatEnterpriseLinux computer

Shellprompt A commandine interfacebetweerthe userandthe operatingsystem(Figure 1-9).
Theshellinterpretscommand®nteredy the userandpasseshemonto the operatingsystem.



6 Chapter 1. Getting Started

Figure 1-9. A Shell Prompt

+ suandsu-: Thecommandsu givesyouaccesso therootaccounbr otheraccount®nyoursystem.
Whenyoutypesu to switchto yourrootaccounwhile still insideyouruseraccounshell,youhave
accesso importantsystemles thatyou canchanggor damagéf you arenotcareful).Loggingin
with thesu - commandmakesyou root within the root accountshell. Usecautionwhenyou are
loggedin asroot

« X or X Window SystemThesetermsrefer to the graphicaluserinterfaceervironments.If you are
"in X" or "running X", you areworkingin a GUI ratherthana consoleervironment.

Although the emphasighroughoutthis book is on navigation and productvity usingthe graphical
desktopervironment,both the graphicalandshellpromptmethodsof loggingin andusingyour Red
Hat EnterpriseLinux systemarediscussedor your reference.

1.3. Logging In

Thenext stepto usingyour RedHat EnterpriseLinux systemis to log in. Whenyou log in, you are
introducingyourselfto the system(alsocalled authenticatioh If you type the wrong usernameor
passwverd, you will notbeallowedaccesgo your system.

Unlike someotheroperatingsystemsyour RedHat Enterpriselinux systenusesaccountto manage
privileges,maintainsecurity andmore.Not all accountsarecreatecequal:someaccounthave fewer
rightsto accessles or serviceghanothers.

; Note

Red Hat Enterprise Linux applications and les are case sensitive, which means that typing root
refers to a different account than Root. By default, root refers to the root user (also known as the
superuser), or system administrator.

If youhave alreadycreatedandloggedin to auseraccountyou canskip aheado Chapter2 Usingthe
GraphicalDesktopIf you creatednly therootaccountreferto Sectionl.6 Creatinga UserAccount
to learnhow to setup a useraccount.
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If youdid notcreatea useraccounusingthe SetupAgent, you mustlog in asroot. After you createa
useraccountjt is highly recommendethatyoulog in asthatuserinsteadof rootto preventaccidental
damageo your RedHat EnterpriseLinux installation.

@Caution

Because your Red Hat Enterprise Linux system creates the root account during installation, some
new users are tempted to use only this account for all of their activities. This is a dangerous idea,
because the root account is allowed to do anything on the system. You can easily damage your
system by accidentally deleting or modifying sensitive system les. You may be tempted to forego
creating and using a user account during or after installation, but it is not recommended.

1.3.1. Graphical Login

Whenyour systemhasbooted,a graphicallogin screernis displayedasshavn in Figure1-10 Again,
unlessyou have choserto give your machinets own hostnamewhich is primarily usedin a network
setting,your machinewill probablybe calledlocalhost

Figure 1-10.The Graphical Login Screen

To log in asroot from the graphicallogin screentyperoot atthelogin prompt,pressEnter], type
theroot passwverd thatyou choseduringinstallationat the passverd prompt,andpresgEnter]. To log
in asa normaluser type your usernameat the login prompt, press[Enter], type your passverd that
you selectedvhencreatingtheuseratthe passverd prompt,andpresgEnter].

Loggingin from thegraphicallogin screerautomaticallystartsthe graphicaldesktopfor you.

1.3.2. Virtual Console Login

During installation,if you selectedan installationtype otherthan Workstationor PersonaDesktop
andchosetext asyour login type,you will seealogin promptsimilar to the following after booting
your system:

Red Hat Enterprise Linux release 3
Kernel 2.4.21-3.EL on an i686

localhost login:
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Unlessyou have choserto give your machineits own hostnamewhich s primarily usedin anetwork
setting,your machinewill probablybe calledlocalhost.localdomain

To log in asroot from the console typeroot atthelogin prompt, press|Enter], thentype the root
passwerd that you choseduring installationat the passverd promptand press[Enter]. To log in as
a normal user type your usernameat the login prompt, press[Enter], type your passwverd that you
selectedvhencreatingthe userat the passverd prompt,andpresgEnter].

After loggingin, you cantypethecommandstartx  to startthegraphicaldesktop.

1.4. Graphical Interface

Whenyou installedRedHat EnterpriseLinux you hadthe opportunityto install a graphicalenviron-
ment.Onceyou startthe X Window Systemyouwill nd a graphicalinterfaceknowvn asa desktop
similarto Figure1-11

Figure 1-11.The Graphical Desktop

1.5. Opening a Shell Prompt

The desktopoffersaccesgo a shellprompt anapplicationthatallows you to type commandsnstead
of usingagraphicalnterfacefor all computingactvities. While theRedHat EnterpriseLinux StepBy
StepGuideprimarily focuseson performingtasksusingthe graphicalinterfaceandgraphicaltools, it

is sometimewsisefulandfasterto performtasksfrom a shellprompt.Referto Chapter3 ShellPrompt
Basicsfor furtherdetails.

You canopenashellpromptby selectingVain Menu => SystemTools=> Terminal.

You canalsostarta shellpromptby right-clicking on the desktopandchoosingNew Terminal from
themenu.

To exit ashellprompt,click the X buttonon the upperright cornerof the shell promptwindow, type
exit attheprompt,or presqCtrl]-[D] atthe prompt.
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1.6. Creating a User Account

Whenyou rst startedyour RedHat EnterpriseLinux systemafter installation,you weregiven the
opportunityto createoneor moreuseraccountaisingthe Setup Agent. If you did not createat least
oneaccount{notincludingtheroot account)you shoulddo sonow. You shouldavoid working in the
rootaccountfor daily tasks.

Therearetwo waysto createnev and/oradditionaluseraccountsusingthegraphicalUser Manager
applicationor from a shellprompt.

To createa useraccounfgraphicallyusingthe User Manager:

1. Click the Start Here icon on the desktop.In the nev window that opens,click the System
Settingsicon, andthenclick the Users& Groupsicon. You canalsoselectMain Menu =>
SystemSettings=> Users& Groupsfrom thepanel.

You canalsostartthe User Manager by typing redhat-config-users atashellprompt.
2.1f youarenotloggedin asroot, youwill be promptedor yourroot passverd.
3. Thewindow shown in Figure1-12will appearClick Add User.

Figure 1-12.The Red Hat User Manager

4.In theCreateNew User dialogbox, enterausernaméthis canbeanabbreiation or nickname),
thefull nameof theuserfor whomthis accounts beingcreatedandapassverd (whichyouwill
enterasecondime for veri cation). Thenameof this users homedirectoryandthe nameof the
login shellshouldappearby default. For mostusers you canacceptthe defaultsfor the other
con guration options.Referto the RedHat EnterpriseLinux SystemAdministation Guidefor
detailsaboutadditionaloptions.

5. Click OK. Thenew userwill appeatin theuserlist, signalingthatthe useraccountcreationis
complete.

To createa useraccountirom a shellprompt:

1. Openashellprompt.
2.1f youarenotloggedin asroot, typethecommandsu - andentertheroot passverd.

3. Typeuseradd followedby aspaceandtheusernaméor thenew accountouarecreatingatthe
commandine (for example,useradd jsmith ). Pres§Enter].Often,usernamearevariations
on the users name,suchasjsmith for JohnSmith. Useraccounthamescanbe arything from
theusers namejinitials, or birthplaceto somethingnorecreatve.

4. Typepasswd followedby a spaceandtheusernamegain(for example,passwd jsmith ).
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5. At theNew password: promptentera passverd for thenew userandpresgEnter].
6.At theRetype new password: prompt,enterthe samepassverdto con rm your selection.

Impor tant

You should take precautions when you choose a password. The password is the key to your
account, so it should be both unique and easy for you to remember. Your password should be
at least six characters. You can use both uppercase and lowercase letters, as well as numbers
and characters. Avoid easy selections, such as qwerty or password . If you want to pick an
easy-to-remember but somewhat unique password, consider a variation of a word, such as
alrPl4nE for airplane

1.7. Documentation and Help

Thereareseveral resourcesvailableto getthe informationyou needto useandcon gure your Red

Hat EnterpriseLinux system Along with theRedHat EnterpriseLinux documentatiothereareman-

ual pages documentghat detail usageof importantapplicationsand les; INFO pageswhich break
information aboutan applicationdown by context-sensitve menus;andhelp les thatareincluded

in themainmenubarof graphicalapplicationsYou canchooseary methodof accessinglocumenta-
tion that bestsuitsyour needsasall of theseresourcesreeitheralreadyinstalledon your Red Hat

EnterpriseLinux systemor canbe easilyinstalled.

1.7.1. Manual Pages

Applications,utilities, and shell promptcommandsusually have correspondingnanualpages(also
calledmanpages}thatshav the readeravailableoptionsandvaluesof le or executable Man Pages
arestructuredn suchaway thatuserscanquickly scanthe pagefor pertinentinformation,which is
importantwhendealingwith commandshatthey have never previously encountered.

1.7.1.1. Using man

Man Pagescanbe accessedia shell promptby typing the commandman andthe nameof the exe-
cutable For example,to accesshemanpagefor thels commandtypethefollowing:

man |Is

TheNAMEeld shaws the executables nameanda brief explanationof whatfunctionthe executable
performs.The SYNOPSIS eld shavs thecommonusageof the executablesuchaswhatoptionsare
declarecandwhattypesof input (suchas les or values)the executablesupportsThe DESCRIPTION
eld shavs availableoptionsandvaluesassociateavith a le orexecutableSee Also shawsrelated
terms, les, andprograms.
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Figure 1-13.Readinga Man Pagewith the Shell Prompt

To navigatethe manpageyou canusethe [PageDown] and[PageUp] keys or usethe [Spacebario
move down onepageand[B] to move up. To exit themanpage type[Q].

To searcha man pagefor keywords type [/] andthena keyword or phraseand press[Enter]. All
instance®f the keyword will be highlightedthroughouthe manpage allowing you to quickly read
thekeyword in context.

1.7.1.2. Printing a Man Page

Printingmanpagess a usefulway to archize commonlyusedcommandsperhapsn boundform for
quickreferencelf you have a printeravailableandcon guredfor usewith RedHat EnterpriseLinux
(referto the RedHat EnterpriseLinux SystemAdministation Guidefor moreinformation),you can
print amanpageby typing thefollowing commandat a shellprompt:

man command col -b | Ipr

Theexampleabore combineseparateommandénto oneuniquefunction.man commandwill output
thecontentof thecommandmanpageto col , whichformatsthecontentgo t within aprintedpage.
Thelpr commandsendgheformattedcontentto the printer

1.7.1.3. The manMan Page

Justlike othercommandsman hasits own manpage.Type man man at the shell promptfor more
information.

1.7.2. Red Hat Enterprise Linux Documentation

If you have the Red Hat EnterpriseLinux boxed set,remembeito take a look at the Red Hat En-
terpriseLinux DocumentationCD. All of the Red Hat EnterpriseLinux manualsare on this CD.
Individual downloadsof our documentationn HTML, RPM, PDF, and compressedarball format
(tar.gz ) arealsoavailableat http://wwwredhat.com/docsOnceyou have loggedin to your user
accountjnsertingtheDocumentatiorCD in your CD-ROM drive shouldautomaticallystartthe Pack-
ageManagementTool andallow youto install ary of the RedHat EnterpriseLinux documentation.
Follow theinstructionsandchoosethe documentatioryou would like to install.
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Figure 1-14.PackageManagementTool Displaying Documentation Available for Installation
After you have installedthe documentatiorpackageyou want, you canaccesshemat ary time by
clicking Main Menu => Documentation

If you have downloadedindividual documentatiorRPM packagesrom the Red Hat website at
http://wwwredhat.com/docsyou can install these manualsfrom a shell prompt. Open a shell
prompt,andtypethefollowing atthecommandine:

su -

PresgEnter]. Youwill beasled for yourroot passwerd. Enterthe password at the promptandpress
[Enter]. Youarenow loggedin asroot. To installall of theRedHat Enterprisd_inux manualschange
to thedirectorythatcontainghe RPM les andtypethefollowing:

rpm -ivh  rhl-*.rpm

PresqEnter].

To install only certainmanualsfreplacerhl-*.rpm  with thefull le nameof the manualthatyou
wantto install. For example,the le namefor the RedHat EnterpriseLinux StepBy StepGuidewill

look somethingdike rhi-gsg-en-3.noarch.rpm , soyou would type the following to install it on
your system:
rpm -ivh  /mnt/cdrom/rhl- gsg-en-3.noarc h. rppm

PresqEnter]. Typeexit atthecommandine andpresgEnter]. Thislogsyou outof therootaccount
andbackto your useraccount.

Now goto Main Menu => Documentationandselectthemanualyouwantto read.

1.8. Logging Out

1.8.1. Graphical Logout
To log outyour graphicaldesktopsessionselectMain Menu => Log Out.

Whenthe con rmation dialog appearsasshavn in Figure1-15 selectthe Logout option andclick
the Yesbutton.To save the con gurationof your desktopaswell asary programswhich arerunning,
checkthe Save current setupoption.
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Figure 1-15.Logout Con rmation

1.8.2. Virtual Console Logout

If youarenotusingthe X Window Systemandyouloggedin attheconsoletypeexit or [Ctrl]-[D]
to log out of the consolesession.

1.9. Shutting Down your Computer

Beforeturning off your computer it is importantto properly shutdovn Red Hat EnterpriseLinux.
Never turn your computeroff without shuttingdown rst, asyou mayloseunsaed dataor damage
your system.

1.9.1. Graphical Shutdo wn

If you arein the graphicaldesktopJog out of your sessiorasdescribedn Sectionl.8 Logging Out
From the graphicaldesktoplogout screenshavn in Figure 1-15 selectShutdown andclick OK to
con rm.

Somecomputersautomaticallyturn the power off after shuttingdown RedHat EnterpriseLinux. If
your computerdoesnot, you cansafelyturn off thepowerto your computemafteryou seethemessage:

Power down.

1.9.2. Virtual Console Shutdo wn
To shutdevn your computerat a shellprompt,type thefollowing command:

halt

Somecomputersautomaticallyturn the power off after shuttingdown RedHat EnterpriseLinux. If
yourcomputerdoesnot, you cansafelyturn off the powerto yourcomputerafteryou seethemessage:
System halted.



14

Chapter 1. Getting Started



E) redhat Chapter 2.
Using the Graphical Desktop

RedHat EnterpriseLinux includesa powerful graphicaldesktopervironmentwhereyou caneasily
accessyour applications, les, andsystemresourcesBoth new and experienceduserscantake full
adwantageof their RedHat EnterpriseLinux systemaisingthe graphicaldesktop.

This chaptercoversthefundamental®f the desktopandhow you cancon gure it for your needs.

2.1. Using the Desktop
Your rst view of thegraphicaldesktopookssomethindike Figure2-1

Figure 2-1. The Graphical Desktop

The graphicaldesktopgives you accesso the applicationsand systemsettingson your computer
Notice thatit offers threemain tools to make useof the applicationson your system:panelicons,
desktopicons,andmenus.

Thelong bar acrossthe bottomof the desktopis the panel The panelcontainsapplicationlauncher
icons, a noti cation areafor noti cation icons, and small applicationscalled appletsthat let you
controlsoundvolume,switchworkspacesanddisplaysthe statusof your system.

Theiconselsavhereon the desktopcanbe shortcutso le folders,applicationlaunchersandshort-
cutsto removabledevicessuchasCD-ROM anddisketteswhenthey have beenmounted.To opena
folder or launchanapplicationdouble-clickonits icon.

Themenusystemsanbefoundby clicking onthe Main Menu button ‘ . They canalsobefound
by double-clickingon the Start Here icon on the desktopandthenclicking the Applications
icon.

Thedesktopworksin themanneryou might expectit to whenworking with otheroperatingsystems.
You candraganddrop les andapplicationiconsto areaghatareeasilyaccessibleYoucanaddnewv
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iconsfor les andapplicationdo thedesktoppanel,and le managerYoucanchangeheappearance
of mostof thetoolsandapplicationsandchangesystemsettingswith providedcon gurationtools.

2.2. Using the Panel

Thedesktoppanelis the barthat stretchescrosshe bottomof the screerandholdsiconsandsmall
applicationswhich makes using your systemeasier The panelalso holdsthe Main Menu, which
containsshortcutdor all of yourapplicationsAppletsembeddednthepanelallow youto runspeci c
tasksor monitoryour systenor serviceswvhile remainingout of yourway. Thenoti cation areaholds
alerticonssuchastheonefor RedHat Network sothatyou canbequickly alertedto critical messages.

Figure 2-2. The Panel

2.2.1. Using the Main Menu

You canclick ontheMain Menu button ‘ to expandit into alarge setof menugthatallow youto
accessheapplicationson your system.

From here,you can start most applicationsincludedin Red Hat EnterpriseLinux. Notice that, in
additionto the recommendea@pplicationsyou canalso accessadditionalapplicationswithin each
sub-menuThesesub-menuglive you accesgo afull rangeof applicationson your systemFromthe
Main Menu, you canalsolog out, run applicationsrom a commandine, nd les, andlock your
screen(which runsapasswerd protectedscreersaver).

2.2.2. Using Applets

Appletsaresmallapplicationghatrun on the panel.Appletslet you monitor variousaspectof your
system Someappletsperformusefultaskswhile othersaredesignedo be entertaining.

Therearea few appletsthatrun on your panelby default. Theseappletsarefairly importantandare
coveredin thefollowing list.

WorkspaceSwitcher

Thegraphicaldesktopgivesyoutheability to usemultiple workspacesoyoudonothave to have
all of your runningapplicationscrovding oneviewabledesktoparea.The Workspace Switcher
representgachworkspace(or desktop)in small squaresandshav the applicationsrunningon
them.Click ononeof thesquaresvith your mouseto move to thatdesktop.You canalsousethe
keyboardshortcut[Ctrl]-[Alt]-[up-arrow], [Ctrl]-[Alt]-[do wn-arraw], [Ctrl]-[Alt]-[right-arrow],
or [Ctrl]-[Alt]-[left-arrow] to switchbetweerdesktops.

]
L]

Figure 2-3. Workspace Switcher
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Taskbar

Next to the Workspace Switcher is the Taskbar. The Taskbar is an appletwhich shavs you
thetitles of runningapplicationson ary onevirtual desktop Thisis very helpful if you decideto
minimize an applicationasit seemgo disappeafrom the desktop.Onceit disappearsyou can
bring it backby clicking onits title in the Taskbar.

Figure 2-4. The Taskbar

2.2.3. Using the Noti cation Area

Red Hat Network Alert Noti cation Tool

Partof theNoti cation Area theRedHat Network Alert Noti cation Tool providesyou with
aneasyway to make sureyour systemis up-to-datewith currenterrataandbug x esfrom Red
Hat. The appletshavs you differentimagesthatindicatewhetheryour systemis up to dateor
needsupgradeslf you click ontheicon, alist of availableupdatess displayed.To updateyour
systemclick thebuttonto launchthe Red Hat Update Agent. If you arenotregisteredwith Red
Hat Network, it launcheghe registrationcomponentRight-click on the appleticon for a list of
optionsfrom whichto choose.

@

Figure 2-5.Red Hat Network Alert Noti cation Tool

The Authenticationicon

The key icon that is sometimeddisplayedin the Noti cation Area is a securitynoti cation
thatdisplayswheneer you have gainedroot authenticatiorfor your system(suchasrunninga
graphicalsystemcon gurationtool). It disappearsvhentheauthenticatiorimesout.

Q

Figure 2-6. Authentication Icon

Printer Noti cation Icon

ThePrinter Noti cation Icon allows you to manageyour print jobs. Click ontheicon to view
runningprintjobs,andcancejobsby right-clickingonthejob andselectingCancel ThePrinter
Noti cation Icon only appearsiuringanactie print job. If the printjob you have is small,you
may notseetheicon appear
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&

Figure 2-7.The Printer Noti cation Icon

&Warning

If you cannot see any of the noti cation icons, then the noti cation area was removed from the
desktop panel. To add the it back to your panel, right-click on the panel and choose Add to Panel =>
Utility => Noti cation Area.

2.2.4. Adding Icons and Applets to the Panel
To male thepanelt yourneedsyou maywantto addmoreappletsandlauncheticons.

To addan appletto the panel,right-click in an unusedareaon the panel,selectAdd to Panel, and
choosefrom the varioustypesof applets.Whenyou selectan applet,it appearson your panel.In
Figure2-8, theWeather Report applethasbeenaddedo shav thecurrentlocal weathemndtemper
ature.

Figure 2-8. The Weather Report Applet on the Panel

To addalauncheiiconto thepanelright-click in anunusecdareaonthe panelandselectAdd to Panel
=> Launcher.... This launchesa dialog box thatallows you to enterthe nameof the application,and
the locationandnameof the commandhatstartsthe application(suchas/usr/bin/foo ). Youcan
evenchooseanicon for theapplication.Click OK andthenew launchericon appear®onthepanel.

@

Another quick and easy way to add a launcher to the panel is to right-click on an unused area of the
panel and choose Add to Panel => Launc her from menu. Then select an application that appears
in the menu. This automatically adds a launcher icon based on the properties of the item in the Main
Menu.

2.2.5. Con guring the Desktop Panel

You canhide the panelautomaticallyor manually placeit on ary edgeof your desktop,changeits

sizeandcolor, and changethe way it behaes. To alter the default panelsettings right-click in an
unusedareaof the panelandselectProperties You cansetthe sizeof the panel,its positionon the
desktop,andwhetheryou wantthe panelto be automaticallyhidden(Autohide) whennotin use.If

you chooseto hide the panel,it doesnot appearon the desktopuntil you move your mousepointer
overthepanelarea(calledhovering.
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2.3. Using Nautilus

The graphicaldesktopincludesa le managercalled Nautilus that gives you a graphicaldisplay
of your systemand personal les. Nautilus is designedto be much more than a visual listing of
les, however. It allows you to con gure your desktop,con gure your Red Hat EnterpriseLinux
systembprowseyour photocollection,accesyour network resourcesandmoreall from oneintegrated
interface.In essencelNautilus becomes shellfor your entiredesktopexperience.

Working in Nautilus is efcient and provides an alternatve to searchinghroughthe varioussub-
menusconnectedo theMain Menu or usingashellpromptto navigatethe le systemThefollowing
sectionsexplain how to usethe Nautilus to enhanceyour desktopexperience.

To startNautilus asa le managerdouble-clickon yourhomedirectoryicon:

OnceNautilus appearsyou cannavigatethroughyour homedirectoryor therestof the le system.
To returnto your homedirectory click the Home button.

Thebrowserwindow containdoldersand les whichyoucandragwith yourmouseto move andcopy

into new locations.You canopenanothemautilus window by selectingrile => New Window. Once
you have anotherNautilus window, you candraganddrop les to differentdirectories.By default,

dragginga le from onedirectoryto anothemovesthe le. To copy the le to anothedirectory press
the[Ctrl] key while dragginganddroppingthe le.

By default,image les in yourhomedirectoryareseerasthumbnailsFortext les, thismeang/ousee
aportionof theactualtext in theicon.Forimagesyou seeascaled-dan (or thumbnai) versionof the
image.To turn off this feature selectEdit => Preferences Selectthe Preview tab,thenselectNever
in thedropdown for Shav thumbnails. Disablingthis (andother)previewing featuresncreaseshe
speedf Nautilus.

2.4. Start Here

Figure 2-9. The Start Here Window

Start Here wasdesignedo hold all of thetoolsandapplications/ou needto accessvhenusingyour
system.From your favorite applicationsto systemand con guration tools, the Start Here window
providesa centrallocationfor usingandcustomizingyour system.

You canaccesshe Start Here screenat ary time by double-clickingon the desktopicon labeled
Start Here.
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The Start Here screenincludesiconsthat allow you to accessyour favorite applications desktop
preferencesVlain Menu items,sener con gurationtools,andsystemsettings.

©-

You can add your favorite locations to the Bookmarks . Navigate to the location you want to book-
mark, and then select Bookmarks => Add Bookmark .

2.4.1. Customizing the Desktop

Fromthe Start Here screenyou canselectthe Preferencesicon to con gure your desktop which
presents/ou with awide selectionof con guration options.The following lists a few of the options
andtoolsin eacharea.

Background

You cancon gure your backgroundvith new colorsor a new image.To learnmoreaboutcon-
guring your desktopbackgroundreferto Section2.4.1.1Changingyour DesktopBadground

KeyboardShortcuts

You can con gure shortcuts— pressinga combinationof keystrokes on the keyboard— to
perform actionswithin an applicationor on your desktop.For example,you cancon gure a
shortcutto move from your currentWorkspaceo Workspace? by pressindCtrl]-[F2].

Sound

In this sectionyou cancon gure the systemsoundsassociateavith variousfunctions.For exam-
ple,to play asoundwhenyoulog in to your desktopyou cancon gureiit.

2.4.1.1. Changing your Desktop Background

Oneway to dramaticallyalterthe appearancef your graphicaldesktopis to changethe background
usingthe Background Preferencestool. You canchoosefrom several backgroundmagesincluded
with RedHat EnterpriseLinux in the /usr/share/backgrounds/ directory or you canuseyour
own image.To starttheBackground Preferencegool, right-click onthedesktopandchooseChange
DesktopBackground from the menu.You canalsodouble-clickthe Start Here icon, selectPrefer-
encesand nally selectBackground.
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Figure 2-10.The Background PreferencesTool

The Background Preferencestool allows you to load a nev backgroundfrom a directory of
provided images (/usr/share/backgrounds/images/ ). You can also drag an image into the
window from your own imagedirectory Thereare several additionaloptionsfor displayingyour
backgroundimage. The Wallpaper option displays multiple instancesof your image acrossthe
desktop,which is useful if you usea small image or if you usea tile (or pattern)image from
lusr/share/backgroundsttiles/ (or from your own imagecollection). The Centered option
placesyour imagein the centerof the desktop,leaving the default backgroundcolorsto Il in ary
remainingdesktopspace.To |l the desktopwith an image without tiling it, usethe Scaled or
Stretchedoptions.Figure 2-11 shawvs a backgroundmageof o wersandplantsthatis stretchedo
Il theentiredesktop.

Figure 2-11.The Desktopwith a New Background

If you wantto createa backgroundwith your own customcolors and no images,choosethe No
Picture option and adjustyour colorsusingthe Background Style options.Chooseyour own Top
Color andBottom Color andthe color gradient(or the blendingof colors).Click Closeto save and
exit the Background Preferencestool.
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2.4.2. Customizing your System

The Start Here screenin Nautilus containsadditionalcon guration tools that help you with your
nev RedHat Enterpriselinux systemandthe sener applicationsncluded.

The SystemSettingsicon includestools thathelpyou setup your systentor personakverydayuse.
Thefollowing lists someof thetoolsincludedin SystemSettingsandwhatyou cando with them.

Date& Time

This tool allows you to setthe dateand time of your machine.You can setyour time zone
information aswell. Referto the RedHat EnterpriseLinux SystemAdministation Guide for
detailson usingthis tool.

Printing
The Printer Con guration Tool allows you to adda new printer to your system.The printer

may be connectedo your machineor available on a network. Referto the RedHat Enterprise
Linux SystemAdministation Guidefor details.

Soundcardetection

The Sound Card Con guration Tool tool probesyour machinefor available sounddevices.
Referto Section8.3 TroubleshootingYour SoundCard for more detailson con guring your
soundhardwvare.

Users& Groups

TheUser Manager tool allows you to addandremove usersirom your systemReferto Section
1.6 Creatinga User Accountfor details.

Youmayalso nd sener con gurationtoolsin the Start Here area,dependingon which variantof
RedHat Enterpriselinux youinstalled.Thesetoolshelpyou con gure servicesandapplicationsyou
areusingon thelocal machineto sene othermachinesThe sener con guration tools arefound by
clicking on the SystemSettingsicon andthenthe Sewver Settingsicon. A few examplesof thetools
foundin thisareaaretheHTTP Con guration Tool andthe Domain Name Sewice Con guration
Tool. Youmusthave thosesener applicationsnstalledbeforethesetoolsappeain this section Refer
to the RedHat EnterpriseLinux SystermAdministation Guidefor details.

2.5. Logging Out

Whenyou have nished working andwantto quit GNOME, you are presentedvith the choiceof
logging out of GNOME (leaving the systemrunning),restartingthe machine,or halting the system
completely

Figure 2-12.The DesktopLog Out Con rmation
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To quit the graphicaldesktop selectthe Log Out menuitem from the Main Menu. This bringsup a
dialogwhich presentsou with theoptionslistedabove.
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3.1. Why Use a Shell Prompt

Graphicalervironmentsfor Linux have comealongway in the pastfew years.You canbe perfectly
productve in the X Windowv Systemandonly have to opena shellpromptto completea few tasks.

However, mary RedHat EnterpriseLinux functionscanbe completedfasterfrom the shell prompt
thanfrom a graphicaluserinterface(GUI). In lesstime thanit takesto opena le managerlocatea
directory andthencreate delete,or modify les from a GUI, ataskcanbe nished with just a few
commandstashellprompt.

A shell promptlooks similar to other commandline interfaceswith which you might be familiar
Userstype commandst a shellprompt,the shellinterpretsthesecommandsandthenthe shelltells
the OSwhatto do. Experiencediserscanwrite shellscriptsto expandtheir capabilitiesevenfurther

Figure 3-1. A Shell Prompt

This chapterexplainshow to navigatethe le systemmanipulateles, performsimpleadministration
tasks,andothershellpromptbasics.

3.2. The Histor y of the Shell

WhenAT&T software engineerdDennisRitchie and Ken Thompsonwere designingUNIX™, they
wantedto createaway for peopleto interactwith their new system.

Operatingsystemsat thattime camewith commandnterpreterswhich could take commanddrom
the userandinterprettheminto somethingcomputersoulduse.

But Ritchie and Thompsornwantedsomethingmore, somethingthat offered betterfeaturesthanthe
commandnterpretersvailableat thattime. This leadto the developmentof the Bourneshell (knovn
assh), createdby S.R.Bourne.Sincethe creationof the Bourneshell, othershellshave beendevel-
oped,suchasthe C shell(csh ) andtheKornshell(ksh ).
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When the Free Software Foundationsoughta royalty-free shell, developersbeganto work on the
languagebehindthe Bourneshellaswell assomeof the popularfeaturesrom othershellsavailable
atthetime.

The resultwasthe Bourne Again Shell, or bash . Although your Red Hat EnterpriseLinux system
includesseveral differentshells,bash is the default shell for interactve users.You canlearnmore
aboutbash by readingthebash manpage(typeman bash atashellprompt).

3.3. Determining Your Current Director y with pwd

Onceyou startlooking throughdirectories,it is easyto getlost or forget the nameof your current
directory By default, theBashpromptin RedHat Enterpriselinux shavs justyour currentdirectory
nottheentirepath.

Figure 3-2. The Command pwd Shows You Where You Are

To determinethe exactlocationof the currentdirectoryat a shellpromptandtype the commandpwd.
Theoutputshouldlook similar to:

/home/sam

This exampleshaws thatyou arein theusersam's directory whichis in the/home/ directory

The commandowd standsfor print working directory Whenyou typedpwd, you asled your Linux
systemnto displayyour currentiocation.Your systenrespondedby printing thefull pathof thecurrent
directoryin the shell promptwindon. Whenthe systemrespondgo requestdor information, the
responseas called standad output and can be printed to the shell prompt, or redirectedto other
programsor to otheroutputdevicessuchasprinters.

Usingpwd is very helpful asyou learnto navigateyour RedHat Enterpriselinux system.

3.4. Changing Directories with cd

Changingdirectorieds easyaslong asyou know whereyou are(your currentdirectory)andhow that
relatesto whereyou wantto go.

To changedirectoriesusethecd commandTyping thiscommandy itself returnsyou to yourhome
directory;moving to ary otherdirectoryrequiresa pathname
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You canuseabsoluteor relative pathnamesAbsolutepathsstartat the top of the le systemwith /
(referredto asroot) andthenlook down for the requestedlirectory;relatve pathslook down from
your currentdirectory wherever thatmaybe. Thefollowing directorytreeillustrateshow cd operates.

/

/directoryl

/directory1/d ir ectory 2

/directory1/d ir ectory 2/d ir ectory 3

If youarecurrentlyin directory3 ~ andyouwantto switchto directoryl ~ , youneedto moveupin
thedirectorytree.
Executingthe command

cd directoryl

while you arein directory3 , presentg/ou with an error messagexplaining thatthereis no such
directory Thisis because¢hereis nodirectoryl  below directory3

Tomoveuptodirectoryl ,type:

cd /directoryl

This is anexampleof anabsolutepath. |t tells Linux to startat the top of the directorytree(/ ) and
changeodirectoryl . A pathis absolutef the rst characteis a/ . Otherwiseijt is arelatve path.

Using absolutepathsallows you to changeto a directoryfrom the/ directory which requiresyouto
know andtype the completepath.Using relatve pathsallows you to changeto a directoryrelative
to the directoryyou are currentlyin, which canbe convenientif you arechangingto a subdirectory
within your currentdirectory

Thecommandtd .. tellsyoursystento go upto thedirectoryimmediatelyabore the onein which
you arecurrentlyworking. To go up two directoriesusethecd ../..  command.

Usethefollowing exerciseto testwhatyou have learnedregardingabsoluteandrelative paths.From
your homedirectory typetherelatve path:

cd ../.[etc/X11

After usingthe full commandin the example,you shouldbe in the directory X11, which is where
con guration les anddirectoriesrelatedto the X Window Systemareavailable.

Take alook atyourlastcd commandYoutold your systento:

1. Gouponelevel to yourlogin directorys parentdirectory(probably/home )
2.Thengo upto thatdirectorys parent(whichis theroot,or/ , directory)
3.Thengodown to the/etc/  directory
4.Finally, goto thex11/ directory
Corversely usinganabsolutgpathmovesyoutothe/etc/X11/  directorymorequickly. For example:

cd Jetc/X11

Absolutepathsstartfrom theroot directory(/) andmove down to thedirectoryyou specify
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' ; Note

Always make sure you know which working directory you are in before you state the relative path to
the directory or le you want to get to. You do not have to worry about your position in the le system,
though, when you state the absolute path to another directory or le. If you are not sure, type pwd
and your current working directory is displayed, which can be your guide for moving up and down
directories using relative pathnames.

Command Function

cd Returnsyouto yourlogin directory

cd ~ Also returnsyouto your login directory

cd / Takesyou to the entiresystems root directory

cd /root Takesyou to thehomedirectoryof theroot, or superuser

accountreatedatinstallation;you mustbetherootuser
to accesgshisdirectory

cd /home Takesyou to thehomedirectory whereuserlogin
directoriesareusuallystored

cd .. Movesyou up onedirectory

cd ~otheruser Takesyou to otherusers login directory if otheruserhas
grantedyou permission

cd /dirl/subdirfoo Regardlesf which directoryyou arein, this absolute
pathtakesyou directly to subdirfoo , a subdirectoryof
dirl

cd .././dir3/dir2 This relative pathtakesyou up two directoriesthento

dir3 , thentothedir2 directory

Table 3-1.cd Options

Now thatyouarestartingto understandhow to changedirectoriesseewhathappensvhenyou change
to root's login directory(the superuseaccount) Type:

cd /root

If youarenotloggedin asroot, you aredeniedpermissiorto accesshatdirectory

Derying accesgo the root and otherusers'accountgor login directories)is oneway your Linux
systenpreventsaccidentabr malicioustamperingReferto Section3.130wneshipandPermissions

To changeto therootlogin androotdirectory usethesu - command.

su -

@,

The command su means substitute users and it allows you to log in as another user temporarily.
When you type su by itself and press [Enter], you become root (also called the superuser) while still
inside your login shell (your user's home directory). Typing su - makes you become root with root's
login shell; it is as if you had logged in as root originally.
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As soonasyou give theroot passwerd, the promptchangedo superusestatusFor example:

[root@localhost root]$

Whenyou aredoneworking asroot, typeexit atthe prompt;you arereturnedto your useraccount.

3.5. View Director y Contents with Is

Now thatyou know how to changedirectoriesiit is time to learnhow to view the contentsof these
directoriesUsingthels commandyou candisplaythe contentsof your currentdirectory

Mary optionsareavailablewith thels commandThels commandpy itself, doesnot shaw all the

les in the directory Some les arehidden les (alsocalleddot les) andcanonly be seenwith an
additionaloptionspeci edto thels command.

©-

To view all Is command options, read the man page by typing man Is at a shell prompt. To print the
man page, at the prompt type manIs | col -b | lpr .

Typethecommands -a.Now youcanview les thatbegin with dots.

Figure 3-3.Is with the -a Option

Hidden les aremostoftencon guration les which setpreference programswindonv managers,
shells,andmore.Thereasorthey arehiddenis to helppreventary accidentatamperingby the user
Whenyou aresearchingor somethingn a directory you arenot usuallylooking for thesecon gu-
ration les. Keepingthemhiddenhelpsto avoid somescreerclutterwhenviewing directoriesat the
shellprompt.

Viewing all the les usingthels -a commandcangive you plenty of detail, but you canview still
moreinformationby usingmultiple options.

If youwantto seethesizeof a le ordirectory whenit wascreatedandsoon,addthelongoption(- )
tothels -a commandThiscommandshavsthe le creationdate,its size,ownership,permissions,
andmore.
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You do not have to bein the directorywhosecontentsyou wantto view to usethels commandFor
example,to seewhatis in the/etc/  directoryfrom your homedirectory type:

Is -al /etc

Figure 3-4. Samplels Output for the /etc Directory

Thefollowing is a brief list of optionscommonlyusedwith Is . Rememberyou canview thefull list
by readingthels manpage(man Is ).

- -a (all) — Listsall les in thedirectory includinghidden les (flename ). The.. and. atthe
top of your list referto the parentdirectoryandthe currentdirectory respectiely.

- -1 (long) — Lists detailsaboutcontentsjncluding permissiongmodes)owner, group,size,cre-
ationdate,whetherthe le is alink to someavhereelseon the systemandwhereits link points.

« -F (le type)— Addsasymbolto the endof eachlisting. Thesesymbolsinclude/ , to indicatea
directory;@ to indicatea symboliclink to anotherle; and*, to indicateanexecutablele.

- -r (reverse)— Liststhecontentf thedirectoryin reversesortorder
+ -R (recursve) — Lists the contentsf all directoriesbelav the currentdirectoryrecursvely.
+ -S (size)— Sorts les by theirsizes.

3.6. Locating Files and Directories

Theremaybetimeswhenyouknow a le or directoryexistsbut you do notknow whereto nd it. To
searchfor a le ordirectory usethelocate command.

With locate , you canseeevery le or directorywhosenamecontainsthe searchcriterion. For ex-
ample to searctfor all les with thewordfinger in thenametype:

locate  finger

Thelocate commandusesa databaseo locate les anddirectoriesthat have the word finger  in
the le or directoryname.The searchresultscouldincludea le calledfinger.txt ,a le called
pointerfinger.txt , adirectorynamed/fingerthumbnails/ , andsoon. To learnmore about
locate ,readthelocate manpage(typeman locate atashellprompt).
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Thelocate commandworks very quickly, aslong asthe databasés up to date.That databases

automaticallyupdatedn a nightly basisthroughacron job. cron is asmallprogramthatrunsin the

backgroundperformingvarioustasks(suchasupdatingthelocate databaseatregularly scheduled
intenals.

@,

As a daemon, cron executes tasks at regularly scheduled intervals. To read the cron man page, type
man cron at the shell prompt.

Thecron taskperiodicallyupdatesthe slocate  databasewhich is usedto catalog le locations.
Switching betweenoperatingsystemsand shuttingdown your machineat the end of the day can
interferewith theautomaticdatabasepdaterun by cron .

To updatethe databasemanually log in asroot (type su - at a shell promptand thenyour root
passwerd) andtypethe commandupdatedb .

After afew minutestheslocate databasé¢hatis usedby thelocate commands updated.
Whenyou aredoneworking asroot, typeexit atthe prompt;you arereturnedo your useraccount.

' ; Note

You can run anacron to have your system execute commands periodically, with a frequency speci ed
in days. Unlike cron , it does not assume that the machine is running continuously. Hence, it can be
used on machines that are not running 24 hours a day to control daily, weekly, and monthly jobs that
are usually controlled by cron .

Refer to the man page on anacron (type man anacron at the command line) and the Red Hat Enter-
prise Linux System Administration Guide for more information.

3.7. Clearing and Resetting the Terminal

After evenonels commandn a shell prompt,the terminalwindowv you areworking in canbegin
to look crowded. You canalwaysexit from the terminalwindon andopena newn one,but thereis a
quicker andeasiemway to remave the contentdisplayedn theterminal.

Try typingthecommandclear attheshellprompt.Theclear commandioesjustwhatit implies:
it clearstheterminalwindow.

@

A useful shortcut to typing clear at a shell prompt is to press [Ctrl]-[L], which also clears terminal.
Refer to Appendix F Keyboard Shortcuts for more useful shortcuts.

Sometimesyoumayaccidentallyopenaprogramle orsomeothernon-text le in aterminalwindow.
Onceyou closethe le, youcould nd thatthetext you aretyping doesnot matchthe outputon the
monitor

In suchcasestypereset to returntheterminalwindow to its default values.
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3.8. Manipulating Files with cat

RedHat EnterpriseLinux hasa utility which canhelpyou keepshortlists, gatherlists togetherand
evenshav you informationaboutyour system.

Theutility is calledcat , shortfor concatenatewhich meanso combine les.

Thecommandcat alsodisplaysthe contentsof anentire le on the screen(for example,type cat
filename.txt ). If the le is fairly long, it quickly scrolls pastyou on the screenTo preventthis,
usethecat filename.txt | less command.

Usingthe pipe(]) andtheless commandogethemisplaysthe le onepageatatime. You canthen
usetheupanddown arrown keys to move backward andforwardthroughthe pagesFor moreon using
pipesto combinetwo separatéunctions,referto Section3.9 Pipesand Pagers.

3.8.1. Using Redirection

Redirectionmeanscausingthe shell to changewhat it considersto be standardnput or wherethe
standardutputshouldbegoing.

To redirectstandardutput,usethe  symbol.Placing afterthecat commandor afterary utility
or applicationthatwritesto standardutput)directsits outputto the le namefollowing the symbol.

For example,usingcat by itself outputswhaterer you input to the screerasif it wererepeatinghe
line youjusttyped.Thefollowing exampleshavs cat repeatingevery line thatis entered:

Figure 3-5.The cat Command

To redirectthe outputof cat to a le, typethefollowing at a shellprompt(pressinghe [Enter] key
takesyouto the next blankline):

cat sneakers.txt
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Figure 3-6. Redirecting Output to a File

PresgdEnter]to goto anemptyline andusethe[Ctrl]-[D] key combinatiorto quit cat .

Do you notice arything differentin Figure 3-6? Thereare no repeatecentries.Thatis becausehe
standardbutputfrom cat wasredirected.Thatredirectionwasto a brandnev le you madecalled
sneakers.txt

Youcan nd the le in thedirectoryyouwerein whenyou startedcat (typels if youwantto seeit
listed).

As youlearnedearlier you canalsousecat toreadthe le youhave createdAt the prompt,type:

cat sneakers.txt

@Caution

Be careful when you redirect the output to a le, because you can easily overwrite an existing le!
Make sure the name of the le you are creating does not match the name of a pre-existing le, unless
you want to replace it.

Useoutputredirectionagainfor another le andcall it home.txt . For this example,type the com-
mandcat > home.txt ,then[Enter],followedby:

bring the coffee home
take off shoes

put on sneakers

make some coffee

relax!

Now, onanemptyline, usethe[Ctrl]-[D] key combinationagainto quit cat .

Next, usecat to join home.txt ~with sneakers.txt andredirectthe outputof both les to abrand
nev le calledsaturday.txt (asseenin Figure3-7). Typethefollowing:

cat sheakers.txt home.txt saturday.txt
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Figure 3-7. Joining Files and Redirecting Output

You canseethatcat hasaddedhome.txt wheresneakers.txt ended.

3.8.2. Appending Standar d Output

You canuseoutputredirectionto addnew informationto the endof anexisting le. Similarto when
you usedthe  symbol,you tell your shellto sendthe information somevhereotherthanstandard
output.

However, whenyouuse , youareaddinginformationto a le, ratherthanreplacingthe contents
of a le entirely

The best explanation is a demonstration.Take two les which have already been created
(sneakers.txt and home.txt ) and join them by using the appendoutput symbol. To add the
informationin home.txt  to theinformationalreadyin sneakers.txt  , type:

cat home.txt sneakers.txt

Now checkthe le usingthecommandcat sneakers.txt . The nal outputshaws the contentsof
home.txt attheendof the le:

buy some sneakers

then go to the coffee shop
then buy some coffee

bring the coffee home
take off shoes

put on sneakers

make some coffee

relax!

Thecommandyou typedappendedhe outputfrom the le home.txt tothe le sneakers.txt

By appendinghe output,you save yourselftime (anda bit of disk clutter) by usingexisting les,
ratherthancreatinganew le.

Comparetheresultsof the les sneakers.txt andsaturday.txt , andyou canseethatthey are
identical. To make your comparisontype:

cat sneakers.txt; cat saturday.txt

The contentsof both les aredisplayed— rst sneakers.txt , thensaturday.txt (asshavniin
Figure3-8).
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Figure 3-8. Stringing Commandsand Comparing Files

3.8.3. Redirecting Standar d Input

Not only canyouredirectstandardutput,you canperformthesametypeof redirectionwith standard
input.

Whenyou usetheredirectstandardnputsymbol , youaretelling theshellthatyouwanta le to be
readasinputfor acommand.

Usea le youhave alreadycreatedo demonstratéhisidea.Type:
cat sneakers.txt

Because/ou usedtheless-tharsymbol( ) to separatehecat commandrom the le, the outputof
sneakers.txt ~ wasreadby cat .

Figure 3-9. Redirecting Standard Input
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3.9. Pipes and Pagers

In Linux, pipesconnectthe standardoutputof onecommandto the standardnput of anothercom-
mand.

Considerthels commandhatwasdiscussecarlier Thereareplenty of optionsavailablewith Is ,
but whatif the contentsof a directoryscroll by too quickly for youto view them?

View thecontentof the/etc/  directorywith the command:
Is -al /etc

How doyou getacloserlook at the outputbeforeit movesoff thescreen?

Oneway is to pipethe outputto a utility calledless , a pagerutility thatallows youto view informa-
tion onepage(or screenptatime.

Usetheverticalbar (| ) to pipethecommands.
Is -al /etc | less

Now you canview the contentsof /etc/  one screenat a time. To move forward a screen press
[Space]to move backascreenpresqB]; to quit, presgQ]. Alternatively, you canusethearrov keys
to navigatewith less .

To searchtheoutputof atext le usingless , presq/] andthentypethekeyword youwantto search
for within the le. For example:

/Linux

Pipescanalsobeusedto print only certainlinesfroma le. Type:

grep coffee  sneakers.txt | lpr

Thiscommandorintseveryline in thesneakers.txt le thatmentiongheword "coffee" (readmore

aboutgrep in Section3.10.3Thegrep Commanil

3.9.1. The more Command

The maindifferencebetweenmore andless is thatless allows backward andforward movement
usingthearrow keys, while more only useshe[Spacebarhndthe[B] key for forwardandbackward
navigation.

List thecontentf the/etc/  directoryusingls andmore.

Is -al /etc | more
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Figure 3-10.Piping Output of Is to more

To searcttheoutputof atext le usingmore, presg/] andthentypethe keyword youwantto search
for within the le. For example:

/foo

Usethe[Spacebarto move forwardthroughthe pagesPresqQ] to exit.

3.10. More Commands for Reading Text Files

You have alreadybeenintroducedto several basicshell promptcommanddor reading les in text
editors.Hereareafew more.

3.10.1. The head Command
You canusethehead commando look atthebeginningof a le. Thecommands:

head filename

head canbeausefulcommandbut becausét is limited to the rst severallines,you cannotseehow
longthe le actuallyis. By default, you canonly readthe rst tenlinesof a le. Youcanchangethe
numberof linesdisplayedby specifyinganumberoptionasshavn in thefollowing command:

head -20 filename

3.10.2. The tail  Command

Thereverseof head istail .Usingtail ,youcanview thelasttenlinesof a le. Thiscanbeuseful
for viewing thelast 10 linesof alog le for importantsystemmessagesyou canalsousetail to
watchlog les asthey areupdatedUsingthe -f option,tail automaticallyprints nev messages
from anopen le to the screenin real-time.For example,to actively watch/var/log/messages ,
typethefollowing ata shellpromptastherootuser:

tail -f  Ivar/log/messages
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3.10.3. The grep Command
Thegrep commands usefulfor nding speci c charactestringsin a le. For example,if youwant
to nd everyreferencemadeto "coffee"in the le sneakers.txt , youwouldtype:

grep coffee  sneakers.txt

Eachlinein that le wheretheword "coffee" is foundis displayed.

©-

Unless otherwise speci ed, grep searches are case sensitive. That means that searching for Coffee
is different than searching for coffee. Among grep 's options is -i , which allows for a case-insensitive
search through a le . Read the grep man page for more about this command.

3.10.4. I/0 Redirection and Pipes

You canusepipesandoutputredirectionwhenyou wantto storeand/orprint informationto readata
latertime.

Youcan,for exampleusegrep to searctor particularcontentof a le, thenhave thoseresultseither
savedasa le orsentto aprintet

To printinformationaboutreferenceso "coffee" in sneakers.txt , for example,type:

grep coffee  sneakers.txt | lpr

3.10.5. Wildcar ds and Regular Expressions

Whatif you forgetthe nameof the le you arelooking for? Usingwildcardsor regular expressions,
you canperformactionsona le or les withoutknowing thecompletele name Firsttype outwhat
you know, andthensubstitutethe remaindemwith a wildcard. Wildcardsarespecialsymbolsthatcan
be substitutedor letters,numbers.and symbols.Wildcardsmake nding particulardirectoriesand
les easierthanexamininglongdirectorylistingsto nd whatyou aresearchingdor.

@,

To read more about wildcards and regular expressions, take a look at the bash man page (man bash).
Remember that you can save the le to atext le by typing man bash | col -b bash.txt . Then,
you can open and read the le with less or with an editor such asvi (vi bash.txt ). If you want to
print the le, be aware that it is quite long.

To nd a le is called"snealsomething .txt," type:
Is  sneak*.txt

Thenameof the le appears:

sneakers.txt
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Youwill probablyusethe asterisk(* ) mostfrequentlywhenyou aresearchingThe asterisksearches
outeverythingthatmatcheghe patternyou arelooking for. By typing

Is  *.txt

or

Is sn*

youwould nd sneakers.txt andary other les whosenameendswith .txt  or begins with sn.

Theasteriskhelpsto narrav your searchasmuchaspossible.

Anotherway to narrav asearchs to usethe questionrmarksymbol(?). Like theasteriskusing? can
helplocatea le matchinga searchpattern.

In this case,though, ? is useful for matchinga single characterso if you were searchingfor
sneaker?.txt , you would get sneakers.txt asa result,and/orsneakerz.txt  , if therewere
sucha le name.

Regularexpressiongremorecomple thanthe straightforvard asteriskor questionmark.

Whenan asteriskfor example,just happengo be partof a le name,asmight bethecaseif the le
sneakers.txt ~ wascalledsneak*.txt , thatis whenregularexpressionsanbeuseful.

Usingthe backslash\ ), you canspecifythatyou do not wantto searchout everythingby usingthe
asteriskput you areinsteadooking for a le with anasteriskin thename.

If the le is calledsneak*.txt , type:
sneak\*.txt

Hereis abrief list of wildcardsandregularexpressions:

« * — Matchesall characters
- ? — Matchesonecharacter
+ \* — Matchegshe* character
+ \? — Matcheghe? character
+ \) — Matcheghe) character

3.11. Command Histor y and Tab Completion

It doesnot take long beforethe thoughtof typing the samecommandover and over becomesinap-
pealing.Oneminor typing errorcanruin linesof a seriesof commands.

Onesolutionis to usethe commandine history By scrollingwith the[Up] and[Down] arrow keys,
youcan nd plentyof your previously typedcommands.

Try it by takingalook againatsneakers.txt ~ (createdn Section3.8.1UsingRediectior). The rst
time, however, attheshellprompt,type:

cat sneakrs.txt

Nothinghappenspf coursebecausehereis no sneakrs.txt le. Usethe[Up Arrow] key to bring
backthe commandthenusethe[Left Arrow] key to getto the pointwherewe missedthe"e." Insert
theletterandpresgEnter] again.

We now seethe contentsof the sneakers.txt le.
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By default, up to 500 commandganbestoredin thebash commandine history le.

@,

By typing the env command at a shell prompt, we can see the environment variable that controls
the size of the command line history. The line which reads, HISTFILESIZE=500 shows the number of
commands that bash stores.

The commandine historyis actuallykeptin a le, called.bash_history in your login directory
We canreadit in anumberof ways:by usingvi , cat , less , more, andothers.

Be awarethatthe le canbelong. To readit with themore commandfrom yourhomedirectorytype:
more .bash_history

To move forwarda screenpresgSpace]to move backa screenpresgB]; to quit, presgQ].

@,

To nd a command in your history le without having to keep hitting the arrow keys or page through
the history le, use grep (refer to Section 3.10.3 The grep Command). Here is how you can quickly
nd a previously used command: say you are searching for a command that is similar to cat sneak -
something . You have used the command before and you think it might be in your history le . At the
shell prompt, type:

history | grep sneak

Anothertime-saing tool is knovn ascommandcompletion.If you type partof a le, commandor
pathnameandthenpressthe [Tab] key, bash presents/ou with eitherthe remainingportion of the
le/path, or abeep(if sounds enablednyoursystem)If youhearabeep presdTab]againto obtain
alist of the les/pathsthatmatchwhathasbeentypedsofar.

For example,if you forgetthe commandupdatedb , but remembeia portion of the commandyou
cansu - torootandusethefollowing instructions At the shell prompt,typeup andpressthe[Tab]
key twice. A list of possiblecompletionss displayed,ncludingupdatedb anduptime . By typing
the partialcommandipd andpressingdTab]again,yourcommands completedor you.

Whenyou aredoneworking asroot, typeexit atthe prompt;you arereturnedo your useraccount.

3.12. Using Multiple Commands

Linux allows you to entermultiple commandst onetime. The only requirements thatyou separate
thecommandsvith a semicolon.

Supposeg/ou have downloadedanen le calledfoobar-1.3-2.i386.rpm andyouwantto putit in

anew subdirectorywithin your homedirectorycalledrpms/ , but the subdirectoryhasnot beencre-
ated.You cancombineboththe creationof therpms/ directoryandthe maving of your downloaded
le into thedirectoryby typing thefollowing ata shell prompt:

mkdir rpms/; mv foobar-1.3-2.i 386. rp m rpms/

Runningthe combinationof commandsreateghedirectoryandmavesthe le in oneline.
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3.13. Owner ship and Permissions

Earlierin this chapterwhenyou tried to changeto root's login directory you receved the following
message:

-bash:  cd: /root/: Permission  denied

Thatwasonedemonstratiorof Linux's securityfeaturesLinux, like UNIX, is a multi-usersystem
and le permissiongreoneway the systemprotectsagainstmalicioustampering.

Onewayto gainentrywhenyou aredeniedpermissioristosu - to root,asyoulearnecearlier This
is becausavhoerer knows theroot passwerd hascompleteaccess.

But switchingto the superusers not always convenientor recommendedsinceit is easyto malke
mistalesandalterimportantcon guration les asthe superuser

All les and directories are "owned" by the personwho createdthem. You createdthe le
sneakers.txt (refer to Section 3.8.1 Using Rediectior) in your login directory so
sneakers.txt belongsto you.

Thatmeansyou canspecifywho s allowed to readthe le, write to the le, or (if it is anapplication
insteadof atext le) whocanexecutethe le.

Readingyriting, andexecutingarethethreemainsettingsn permissionsSinceusersareplacedinto
agroupwhentheir accountsarecreatedyou canalsospecifywhethercertaingroupscanread,write
to, or executea le.

Take acloserlook atsneakers.txt ~ with thels commandisingthe-l option(referto Figure3-11).

Thereis alot of detailprovided here.You canseewho canread(r) andwrite to (w) the le, aswell as
who createdhe le (sam),andto which groupthe ownerbelongs(sam).Remembethat, by default,
the nameof your groupis the sameasyour login name.

Figure 3-11.Permissionsfor sneakers.txt
Otherinformationto theright of the groupincludes le size,dateandtime of le creation,and le
name.

The rst columnshaws currentpermissionsit hastenslots.The rst slotrepresentshetypeof le.
Theremainingnineslotsareactuallythreesetsof permissiongor threedifferentcateyoriesof users.

For example:

“TW-TW-T--
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Thosethreesetsarethe ownerof the le, thegroupin whichthe le belongsand"others,"meaning
otherusersonthesystem.

- (rw-) (rw-) (r--) 1 sam sam

type  owner group others

The rst item,which speci esthe le type,canshav oneof thefollowing:

« d — adirectory

+ - (dash)— aregular le (ratherthandirectoryor link)

- | — asymboliclink to anothemprogramor le elsavhereonthesystem

Beyondthe rst item, in eachof thefollowing threesets,you may seeoneof thefollowing:

« r — le canberead

- w— le canbewrittento

« x — le canbeexecuted(if it is aprogram)

+ - (dash)— speci c permissiorhasnot beenassigned

Whenyou seea dashin owner, group, or others,it meansthat particularpermissionhasnot been
grantedLook againatthe rst columnof sneakers.txt ~ andidentify its permissions.

Is -1 sneakers.txt
-PW-FW-r-- 1 sam sam 150 Mar 19 08:08 sneakers.txt

The le' s owner (in this case sam)haspermissiorto readandwrite to the le. Thegroup,sam,has
permissiorto readandwrite to sneakers.txt ~ , aswell. It is nota program,soneitherthe owneror
thegrouphaspermissiorto executeit.

3.13.1. The chmod Command

Usethe chmod commando changepermissionsThis exampleshavs how to changethe permissions
onsneakers.txt with thechmod command.

Theoriginal le lookslike this,with its initial permissionsettings:
-IW-rW-r-- 1 sam sam 150 Mar 19 08:08 sneakers.txt
If you arethe owner of the le or areloggedinto the root accountyou canchangeary permissions

for theowner, group,andothers.

Right now, the ownerandgroupcanreadandwrite to the le. Anyoneoutsideof thegroupcanonly
readthe le (r- ).

@Caution

Remember that le permissions are a security feature. Whenever you allow anyone else to read, write
to, and execute les, you are increasing the risk of les being tampered with, altered, or deleted. As
a rule, you should only grant read and write permissions to those who truly need them.
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In the following example,you wantto allow everyoneto write to the le, sothey canreadit, write
notesin it, andsave it. Thatmeansyou mustchangehe"others"sectionof the le permissions.

Take alook atthe le rst. At theshellprompt,type:

Is -1 sneakers.txt

Thepreviouscommandlisplaysthis le information:

-IW-rW-r-- 1 sam sam 150 Mar 19 08:08 sneakers.txt
Now, typethefollowing:

chmod o+w sneakers.txt

The o+w commandtells the system you want to give others write permissionto the le
sneakers.txt . To checktheresults/ist the le' s detailsagain.Now, the le lookslike this:

-W-TW-rw- 1 sam sam 150 Mar 19 08:08 sneakers.txt

Now, everyonecanreadandwrite to the le.

To remove readandwrite permissiongrom sneakers.txt usethe chmod commando take away
boththereadandwrite permissions.

chmod go-rw sneakers.txt

By typing go-rw , you aretelling the systemto remove readandwrite permissiongor the groupand
for othersfrom the le sneakers.txt

Theresultlookslike this:

“[Wensenen 1 sam sam 150 Mar 19 08:08 sneakers.txt
Think of thesesettingsasa kind of shorthandvhenyou wantto changepermissionswith chmod,

becausall youreally have to dois remembea few symbolsandletterswith thechmod command.
Hereis alist of whatthe shorthandepresents:

Identities
u — theuserwho ownsthe le (thatis, the owner)
g — thegroupto which theuserbelongs
o — others(notthe owneror the owner's group)
a — everyoneor all (u, g, ando)

Permissions
r — readaccess
w— write access
X — executeaccess

Actions
+ — addsthepermission
- — removesthe permission
= — malesit theonly permission
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Wantto testyour permissionskills? Remave all permissiongrom sneakers.txt ~ — for everyone.
chmod a-rwx sneakers.txt

Now, seeif you canreadthe le with thecommandcat sneakers.txt , which shouldreturnthe
following:

cat: sneakers.txt: Permission  denied

Remawing all permissionsincludingyour own, successfullyockedthe le. Butsincethe le belongs
to you, you canalwayschangéts permissiondackwith thefollowing command:

chmod u+rw sneakers.txt

Usethecommanctat sneakers.txt to verify thatyou, the le owner, canreadthe le again.
Herearesomecommonexamplesof settingsthatcanbe usedwith chmod:

+ g+w— addswrite accesdor thegroup

« o-rwx — removesall permissiondor others

- u+x — allowsthe le ownerto executethe le

- a+rw — allows everyoneto readandwrite to the le

« ug+r — allows theownerandgroupto readthe le

- g=rx — allows only thegroupto readandexecute(notwrite)

By addingthe-R option,you canchangepermissiondor entiredirectorytrees.

Becauseyou cannot really "execute"a directory as you would an application,when you add (or
remove) the executepermissionfor a directory you arereally allowing (or derying) permissionto
searctthroughthatdirectory

For instancejf youdo notallow othersto have the executepermissioronthe/tigger/  directory it
doesnot matterwho hasreador write accessNo onecanaccesghe directoryunlessthey know the
exact le name.

For example,type
chmod a-x tigger

to remove everyones executepermissions.

Hereis what happensvhenyou try to changedirectoriesusingthecd tigger commandafterre-
moving everyones executepermissions:

bash: tigger: Permission  denied
Next, restoreyour own andyour groups access:
chmod ug+x tigger

If youcheckyourwork with Is - , youcanseethatonly othersaredeniedaccesgo the/tigger/
directory
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3.13.2. Changing Permissions With Number s

Remembethereferenceo the shorthandnethodof chmod? Hereis anothemway to changepermis-
sions,althoughit mayseemalittle comple at rst.

Go backto theoriginal permissiongor sneakers.txt

-PW-FW-r-- 1 sam sam 150 Mar 19 08:08 sneakers.txt
Eachpermissiorsettingcanberepresentetly a numericalvalue:

. =4

. W=2

« x=1

« -=0

Whenthesevaluesareaddedogetherthetotalis usedto setspeci ¢ permissionskor example,if you
wantreadandwrite permissionsyou would have avalueof 6; 4 (read)+ 2 (write) = 6.

For sneakers.txt , herearethe numericalpermissionsettings:
- (ws) (rw-) (=)
| | |
4+2+0 4+2+0 4+0+0

Thetotalfor theuseris six, thetotal for thegroupis six, andthetotalfor othersis four. Thepermissions
settingis readas664 .

If youwantto changesneakers.txt ~ sothosein your groupdo not have write accessbut canstill
readthe le, remove theaccesdy subtractingwo (2) from thatsetof numbers.

Thenumericalvaluesthenbecomesix, four, andfour (644).
To implementthesenew settingstype:

chmod 644 sneakers.txt

Now verify thechangedy listing the le. Type:

Is -l sneakers.txt

Theoutputshouldbe:

-IW-f--f-- 1 sam sam 150 Mar 19 08:08 sneakers.txt

Now, neitherthe group nor othershave write permissionto sneakers.txt . To returnthe groups
write accesgor the le, addthevalueof w (2) to the secondsetof permissions.

chmod 664 sneakers.txt

&Warning

Setting permissions to 666 allows everyone to read and write to a le or directory. Setting permis-
sions to 777 allows everyone read, write, and execute permission. These permissions could allow
tampering with sensitive les, so in general, it is not a good idea to use these settings.
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Hereis alist of somecommonsettingshnumericalvaluesandtheir meanings:

o TW--eeee- (600)— Only the ownerhasreadandwrite permissions.

o -TW-r--r-- (644)— Only the owner hasreadandwrite permissionsthe groupandothershave
readonly.

o TWX------ (700)— Only the ownerhasread,write, andexecutepermissions.

o STWXT-XI-X (755)— The owner hasread,write, and executepermissionsthe groupandothers
have only readandexecute.

o -TWX--X--X (711)— The owner hasread,write, andexecutepermissionsthe groupandothers
have only execute.

« -rw-rw-rw-  (666)— Everyonecanreadandwrite to the le. (Be carefulwith thesepermissions.)

- -rwxrwxrwx  (777)— Everyonecanread,write, andexecute.(Again, this permissionsettingcan
behazardous.)

Herearesomecommonsettingsfor directories:

o drwx------ (700)— Only theusercanread,write in this directory

- drwxr-xr-x  (755)— Everyonecanreadthe directory; usersand groupshave readand execute
permissions.
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Chapter 4.

Managing Files and Directories

Your desktople manageis a powerful andimportanttool for managingles anddirectoriesusing
the graphicaldesktop.This chapterdiscussewarious shell prompt commandsghat can be usedto
manageles anddirectorieson your RedHat EnterpriseLinux system.This chapteralsodiscusses
compressiortoolsto createarchivesof your les for backupor to corvenientlysendto others.

' ; Note

Due to system security, unless you are root, you are not allowed to gain access to all system-level
les and directories. If you do not have the permission to open, delete, or execute a le, an error
message is displayed showing your access has been denied. This is normal behavior and is used to
prevent non-privileged users from modifying or deleting important system les .

4.1. A Larger Picture of the File System

Every operatingsystemhasa methodof storingdatain les anddirectoriessothatit cankeeptrack
of additionsmodi cations,andotherchanges.

In Linux, every le is storedin adirectory Directoriescanalsocontaindirectoriesthesesubdiecto-
ries canalsocontain les andothersubdirectories.

Youmightthink of the le systemasatree-like structureanddirectoriesasbranchesThesedirectories
may contain,or be the "parent”of, directorieswithin it (called subdirectoriesyvhich hold les and
may containsubdirectorie®f their own.

Therewould notbeatreewithoutaroot,andthesameis truefor theLinux le systemNo matterhow
far away thedirectoriesbranch everythingis connectedo theroot directory which is representeds
asingleforwardslash(/ ).

@,

Red Hat Enterprise Linux uses the term root in several different ways, which might be confusing to
new users. There is the root account (the superuser, who has permission to do anything), the root
account's home directory (/root ) and the root directory for the entire le system (/). When you are
speaking to someone and using the term root, be sure to know which root is being discussed.

Unlessyou area systemadministratoior have root (superuseraccessyou probablydo not have per
missionto write to the les anddirectoriesoutsideof your homedirectory Certaindirectoriesare
resered for speci ¢ purposesFor example,/nome/ is thedefault locationfor users’homedirecto-
ries.

Usersthatdo not have superuseaccessnight nd the following directoriesusefulfor nding their
homedirectoriesreadingdocumentationor storingtemporaryles.

+ /home/ — Default locationfor users'homedirectories.For example,a userwith the username
foo hasthehomedirectory/home/foo/
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lusr/share/doc/ — Location of documentationfor installed packages.For example, the
documentationfor the redhat-config-date software packageis located in the directory
Jusr/share/doc/redhat-config-date- version-number /.

- Itmp/ — Theresered directoryfor all usersto storetemporary les. Files storedhereare not
permanentA systemprocessemovesold les from thisdirectoryon aperiodicbasis.Do notwrite
ary les ordirectoriesthatyouwantto keeppermanenthhere.

Your RedHat EnterpriseLinux systemis compatiblewith mary otherLinux distributionsbecaus®f
the FilesystemHierarchy StandardFHS). The FHS guidelineshelp to standardize¢he way system
programsand les arestoredonall Linux systems.

To learnmoreaboutthe FHS, referto the RedHat EnterpriseLinux RefeenceGuide You canalso
visit the FHS websiteat http://wwwpathname.com/fhs/.

4.2. Identifying and Working with File Types

If you arenew to Linux, you may seecertain le typesthatyou do not recognizebecausef their
unfamiliar extension A le' s extensionis the lastpartof a le' s nameafterthe nal dot (in the le
sneakers.txt  ,"txt "isthat le' s extension).

Hereis abrief listing of le extensionsandtheir meanings:

4.2.1. Compressed and Archived Files

+ .bz2 —a le compressedwith bzip2

+ .9z — a le compressedwith gzip

« tar —a le archivedwithtar (shortfor tapearchive), alsoknowvn asatar le
« .tbz — atarredandbzippedle

- tgz — atarredandgzippedle

+ .zip —a le compressewith ZIP compressioncommonlyfoundin MS-DOSapplicationsmost
compressedes for Linux usethegzip compressionso nding a.zip archie for Linux les is
rare

For informationon working with bzip2 , gzip , andtar les, referto Section4.3 File Compession
andArchiving

4.2.2. File Formats

+ .au — anaudio le

. .gif —aGIFimagele

+ .html.htm  —anHTML le

+ jpg — aJPEGimage le

- .pdf — anelectronicimageof a documentPDF standgor PortableDocumentFormat
- .png —aPNGimage le (shortfor PortableNetwork Graphic)

- .ps — aPostScriptle; formattedfor printing

« txt —aplainASCIl text le

+ .wav — anaudio le
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+ .xXpm — animage le

4.2.3. System Files

. .conf —acon guration le; con guration les sometimewsisethe.cfg extensionaswell
« lock —alock le; determinesvhetheraprogramor device is in use
- .rpm — aRedHatPackageManagerle usedto install software

4.2.4. Programming and Scripting Files

« .c — aC programlanguagesourcecode le

« .cpp — aC++ programlanguagesourcecode le
« .h —aCorC++programlanguageéheaderle

. .0 — aprogramobject le

« .pl —aPerlscript

- .py — aPythonscript
- .so —alibrary le
+ .sh — ashellscript
« tcl —aTCL script

But le extensionsarenot alwaysused,or usedconsistentlySowhathappensvhena le doesnot
have anextension,or the le doesnotseento bewhatthe extensionsaysit is supposedo be?

Thatis whenthefile commandcanbe helpful.

For example,you nd a le calledsaturday withoutanextension.Usingthefile ~commandyou
cantell whattypeof le it is by typing:

file  saturday
In theexamplethecommandile  saturday displaysASCIl text ,tellingyouitisatext le. Any

le thatis designatedsatext le shouldbereadableby usingthecat , more, orless commandsor
by usingatext editorsuchasgeditorvi .

@

To learn more about file , read the man page by typing man file

For moreinformationon helpful commandsor reading les, referto Chapter3 ShellPromptBasics
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4.3. File Compression and Archiving

Sometimest is usefulto storea group of les in one le sothatthey canbe bacled up, easily
transferredo anothedirectory or eventransferredo adifferentcomputerlt is alsosometimesiseful
to compressles into one le sothatthey uselessdisk spaceanddownloadfastervia the Internet.

It is importantto understandhedistinctionbetweeranarchive le andacompessedle . An archive
le isacollectionof les anddirectorieshatarestoredin one le. Thearchie le is notcompressed
— it usesthe sameamountof disk spaceas all the individual les and directoriescombined.A
compressede isacollectionof les anddirectorieshatarestoredn one le andstoredn awaythat
usedessdisk spacehanall theindividual les anddirectoriescombinedIf you do not have enough
disk spaceon your computeryou cancompressles thatyou do not usevery oftenor les thatyou
wantto save but do not usearymore.You canevencreateanarchive le andthencompresst to save
disk space.

' ; Note

An archive le is not compressed, but a compressed le can be an archive le.

4.3.1. Using File Roller

RedHat EnterpriseLinux includesa graphicalutility calledFile Roller thatcancompressdecom-
pressandarchie les anddirectoriesFile Roller supportscommonUNIX andLinux le compres-
sionandarchiing formatsandhasa simpleinterfaceandextensve help documentationf you need
it. It is alsointegratedinto the desktopervironmentandgraphical le manageto make working with

archived les easier

To startFile Roller click Main Menu => Accessories=> File Roller. You canalsostartFile Roller
from a shellpromptby typingfile-roller . Figure4-1 shavs File Roller in action.

@,

If you are using a le manager (such as Nautilus ), you can double-click the le you wish to unar-
chive or decompress to start File Roller. The File Roller browser window appears with the decom-
pressed/unarchived le in a folder for you to extract or browse.
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Figure 4-1.File Roller in Action

4.3.1.1. Decompressing and Unarchiving with File Roller

To unarchve and/ordecompresa le click the Opentoolbarbutton.A le menupopsup, allowing
youto choosehearchive youwish to work with. For example,if youhave a le calledfoo.tar.gz
locatedin your homedirectory highlight the le andclick OK. The le appearsn the main File
Roller browvserwindow asa folder, which you cannavigateby double-clickingthe folder icon. File
Roller preseresall directoryandsubdirectorystructureswhichis convenientif youarelookingfor a
particular le in thearchie. Youcanextractindividual les or entirearchivesby clicking the Extract
button,choosingthe directoryyou would like to save theunarchved les, andclicking OK.

4.3.1.2. Creating Archives with File Roller

If you needto free somehard drive space,or sendmultiple les or a directoryof les to another
user File Roller allows you to createarchivesof your les anddirectories.To createa new archie,

click New on thetoolbar A le browserpopsup, allowing you to specifyan archive nameandthe
compressiortechnique For example,you may choosea Tar Compressedwith gzip (.tar.gz) format
from thedrop-davn menuandtypethenameof thearchive le youwantto createClick OK andyour
new archie is now readyto be lled with les anddirectoriesTo add les to your new archie, click

Add, which opensa browserwindow (Figure4-2) thatyou cannavigateto nd the le or directory
youwantto bein thearchie. Click OK whenyou are nished, andclick Ar chive => Closeto close
thearchie.

Figure 4-2. Creating an Ar chive with File Roller



52 Chapter 4. Managing Files and Dir ectories

@,

There is much more you can do with File Roller than is explained here. Refer to the File Roller
manual (available by clicking Help => Manual) for more information.

4.3.2. Compressing Files at the Shell Prompt

Compressedes uselessdisk spaceanddownloadfasterthanlarge,uncompressedes. In RedHat
EnterpriseLinux you cancompressles with the compressioroolsbzip2 , gzip , orzip .

Thebzip2 compressiomtool is recommendedecausét providesthe mostcompressiomndis found
onmostUNIX-lik e operatingsystemsThegzip compressiomool canalsobefoundon mostUNIX-

like operatingsystemsl|f you needto transfer les betweenLinux and otheroperatingsystemsuch
asMS Windows, you shouldusezip becausét is morecompatiblewith the compressionitilities on
Windows.

Compression Tool File ‘ Decompression Tool
Extension

bzip2 .bz2 bunzip2

gzip .9z gunzip

zip .zip unzip

Table 4-1. CompressionTools

By corvention, les compresseavith bzip2 are given the extension.bz2 , les compresseavith
gzip aregiventheextension.gz , and les compressewith zip aregiventheextension.zip

Files compresseavith gzip areuncompressedith gunzip , les compresseavith bzip2 areun-
compressewith bunzip2 , and les compressewith zip areuncompressedith unzip .

4.3.2.1. Bzip2 and Bunzip2
To usebzip2 tocompress le, typethefollowing commandatashellprompt:

bzip2 filename

The le is compressedndsasedasfilename.bz2
To expandthe compressede, typethefollowing command:

bunzip2 filename.bz2

Thefilename.bz2 ~ compressede is deletedandreplacedwith filename
Youcanusebzip2 to compressnultiple les anddirectoriesatthe sametime by listing themwith a
spacebetweereachone:

bzip2 filename.bz2 filel  file2  file3  /usr/work/sch ool

The abore command compressesfilel , file2 , file3 , and the contents of the
lusriwork/school/ directory (assumingthis directory exists) and placesthemin a le named
filename.bz2
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@,

For more information, type man bzip2 and man bunzip2 at a shell prompt to read the man pages for
bzip2 and bunzip2 .

4.3.2.2. Gzip and Gunzip
To usegzip tocompresa le, typethefollowing commandata shellprompt:

gzip filename

The le is compressedndsasedasfilename.gz
To expandthe compressede, typethefollowing command:

gunzip filename.gz

Thefilename.gz  compressede is deletedandreplacedwith filename

You canusegzip to compressnultiple les anddirectoriesat the sametime by listing themwith a
spacebetweereachone:

gzip -r filename.gz filel  file2  file3  /usr/work/scho ol

The abore command compressesfilel , file2 , file3 , and the contents of the
lusriwork/school/ directory (assumingthis directory exists) and placesthemin a le named
filename.gz

@

For more information, type man gzip and man gunzip at a shell prompt to read the man pages for
gzip and gunzip .

4.3.2.3. Zip and Unzip
To compress le with zip , typethefollowing command:

zip -r filename.zip filesdir
In this example,filename.zip representshe le you are creatingand filesdir representshe

directoryyouwantto putin thenew zip le. The-r optionspeci esthatyouwantto includeall les
containedn thefilesdir directoryrecusively

To extractthe contentof azip le, typethefollowing command:
unzip filename.zip

You canusezip to compressnultiple les anddirectoriesat the sametime by listing themwith a
spacebetweereachone:

zip -r filename.zip filel  file2  file3  /usr/work/scho ol
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The abore command compressesfilel , file2 , file3 , and the contents of the
lusriwork/school/ directory (assumingthis directory exists) and placesthemin a le named
filename.zip

(o)

For more information, type man zip and man unzip at a shell prompt to read the man pages for zip
and unzip .

4.3.3. Archiving Files at the Shell Prompt

Atar le is acollectionof several les and/ordirectoriesin one le. Thisis agoodway to create
backupsandarchves.

Someof theoptionsusedwith thetar are:

- -c — createanew archive

- -f — whenusedwith the-c option, usethe lename speci ed for the creationof thetar le;
whenusedwith the-x option,unarchve thespeci ed le

+ -t — shaw thelist of les inthetar le

« -v — shaw theprogresf the les beingarchived
+ -x — extract les from anarchive

« -z — compresshetar le with gzip

« -j — compresshetar le with bzip2

To createatar le, type:

tar -cvf filename.tar directoryffile

In thisexample filename.tar representthe le youarecreatinganddirectory/file represents
thedirectoryand le youwantto putin thearchived le.

Youcantar multiple les anddirectoriesatthe sametime by listing themwith aspacebetweereach
one:

tar -cvf filename.tar /home/mine/wor  k /home/mine/sch ool

Theabore commandplacesall the les in thework andtheschool subdirectorie®f /home/mine
inanev le calledfilename.tar in thecurrentdirectory

To list thecontentsf atar le, type:

tar -tvf  filename.tar

To extractthe contentwf atar le, type:

tar -xvf filename.tar

This commanddoesnot remaove thetar le, but it placescopiesof its unarchved contentsin the

currentworkingdirectory preservingary directorystructurethatthearchive le usedFor example,if
thetar le contains le calledbar.txt  within adirectorycalledfoo/ ,thenextractingthearchie le
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resultsin the creationof the directoryfoo/ in your currentworking directorywith the le bar.txt
insideof it.

Rememberthetar commanddoesnotcompresshe les by default. To createa tarredandbzipped
compressede, usethe-j option:

tar -cjvf filename.tbz file

tar les compressewvith bzip2 areconventionallygiventheextension.tbz ; however, sometimes
usersarchive their les usingthetar.bz2  extension.

Theaboe commanccreatesanarchive le andthencompresses asthe le filename.tbz . If you
uncompresthefilename.tbz le with thebunzip2 commandthefilename.tbz le isremored
andreplacedwith filename.tar

You canalsoexpandandunarchve abzip tar le in onecommand:
tar -xjvf filename.tbz

To createatarredandgzippedcompressede, usethe-z option:

tar -czvf filename.tgz file

tar les compressedith gzip arecorventionallygiventheextension.tgz

This commancdcreateghearchive le filename.tar andcompressed asthe le filename.tgz
(The le filename.tar is notsaved.)If you uncompresshefilename.tgz le with the gunzip
commandthefilename.tgz le is removedandreplacedwith filename.tar

You canexpandagzip tar le in onecommand:

tar -xzvf filename.tgz

@

Type the command man tar for more information about the tar command.

4.4. Manipulating Files at the Shell Prompt

Files canbe manipulatedusingoneof the graphical le managerssuchasNautilus or Konqueror.
They canalsobe manipulatedusinga shell prompt,which is often faster This sectionexplainshow
to manipulateles attheshellprompt.

4.4.1. Creating Files

You cancreatenen les eitherwith applications(suchastext editors)or by using the command
touch , which createsanempty le thatyou canuseto addtext or data.To createa le with touch ,
typethefollowing ata shellprompt.

touch filename
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Replace filename with thenameof your choice.If yourunadirectorylisting, you canseethat
thenew le containszero(0) bytesof informationbecausét is anempty le. For example,typingthe
commands -1 newfile attheshellpromptreturnsthefollowing output:

-TW=TW-r-- 1 sam sam 0 Apr 10 17:09 newfile

4.4.2. Copying Files

Like somary otherLinux featuresthereis a variety of waysto manipulateles anddirectories.You
canalsousewildcards,asexplainedin Section3.10.5Wildcards and Regular Expressionsto make
the procesf copying, moving, or deletingmultiple les anddirectoriesfaster

Tocopy a le, typethefollowing command.

cp  source destination

Replace source  with the nameof the le youwantto copy, and destination with the
nameof thedirectorywhereyouwantthe le to go.

Tocopy the le sneakers.txt  tothedirectorytigger/  in yourhomedirectory moveto yourhome
directoryandtype:

cp sneakers.txt tigger/

You canusebothrelatve andabsolutepathnamesvith cp. Our homedirectoryis the parentof the
directorytigger/  ;tigger/  is onedirectorydown from our homedirectory

©-

To learn more about relative and absolute pathnames, refer to Section 3.4 Changing Directories with
cd.

Readthecp manpage(typeman cp atthe shell prompt)for afull list of the optionsavailablewith
cp . Amongtheoptionsyou canusewith cp arethefollowing:

- -i (interactve) — Promptsyouto con rm if the le is goingto overwritea le in yourdestination.
Thisis ahandyoptionbecausét canhelppreventyou from makingmistales.

- -r (recursve) — Ratherthan just copying all the speci ed les anddirectories,this copiesthe
wholedirectorytree,subdirectoriesndall.

+ -v (verbose)}— Shavstheprogresof the les asthey arebeingcopied.
Now thatyouhavethe le sneakers.txt  inthetigger/  directoryusecp -i tocopy the le again
to thesameocation.

cp -i sneakers.txt tigger/
cp: overwrite ‘tigger/sneake rs.t xt'?

To overwritethe le thatis alreadythere,press[Y] andthen[Enter]. If you do notwantto overwrite
the le, presgN] and[Enter].



Chapter 4. Managing Files and Dir ectories 57

4.4.3. Moving Files
To move les, usethemvcommandFor moreaboutmy, referto the mv manpage(typeman mv).
Commonoptionsfor mvincludethefollowing:

« - (interactve) — Promptsyou if the le you have selectedoverwritesan existing le in the
destinationdirectory This is a good option, becausdike the-i optionfor cp, you aregiventhe
chanceo make sureyouwantto replaceanexisting le.

. -f (force)— Overridestheinteractve modeandmoveswithout prompting.Unlessyou know what
you are doing, this option is dangerousbe very careful aboutusingit until you becomemore
comfortablewith your system.

« -v (verbose)}— Shawsthe progres®f the les asthey arebeingmoved.

If youwantto move a le out of your homedirectoryandinto anotherexisting directory type the
following (you needto bein your homedirectory):

mv sneakers.txt tigger/

Alternatively, the samecommandusingabsolutepathnamefookslike

mv sneakers.txt /home/newuser/sneakers. txt  /home/newuser/tigger/

4.4.4. Deleting Files and Directories

You learnedaboutcreating les with thetouch commandandyou createdthe directorytigger/
usingmkdir .

Now you needto learnhow to delete les anddirectoriesDeleting les anddirectorieswith therm
commands a straightforvard processReferto the rm manpagefor moreinformation.Optionsfor
removing les anddirectoriesinclude:

« - (interactve) — Promptsyou to con rm the deletion.This option canstopyou from deletinga
le by mistale.

- -f (force)— Overridesinteractve modeandremovesthe le(s) withoutprompting.Thismightnot
beagoodidea,unlessyou know exactly whatyou aredoing.

« -v (verbose)}— Shawstheprogresof the les asthey arebeingremoved.
« -r (recursve)— Deletesadirectoryandall les andsubdirectorie® contains.
To deletethe le piglet.txt with therm commandtype:

rm piglet.txt

&Warning

Once a le or directory is removed with the rm command, it is gone permanently and cannot be
retrieved.

Usethe-i (interactve) optionto give you a secondchanceto think aboutwhetheror not you really
wantto deletethe le.

rm -i  piglet.txt
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rm: remove 'piglet.txt'?

You canalsodelete les usingthewildcard*, but be careful,becauseou caneasilydelete les you
did notintendto throwv away.

Toremavea le usingawildcard,youwouldtype:

rm pig*

Theabo/e commandemaresall les in thedirectorywhich startwith theletterspig .
You canalsoremove multiple les usingtherm commandFor example:

rm piglet.txt sneakers.txt

You canusermdir to remove a directory (rmdir  foo , for example),but only if the directoryis
empty To remove directorieswith rm, you mustspecifythe-r option.

For example,if youwantto recursvely remove thedirectorytigger/  youwould type:
rm -r tigger/

If youwantto combineoptions,suchasforcingarecursve deletion,you cantype:

rm -rf  tigger/

A saferalternatve to usingrm for removing directoriesis thermdir commandWith this command,
you arenotallowedto userecursie deletionssoa directorywhich has les cannotbedeleted.

&Warning

The rm command can delete your entire le system! If you are logged in as root and you type the
simple command rm -rf /, you are in trouble; this command recursively removes everything on your
system.

Readthermdir manpage(man rmdir ) to nd outmoreaboutthiscommand.



Il. Using Your System

Now thatyou have begunexploring your RedHat EnterpriseLinux systemyou canstartusingsome
of themary applicationghatareincludedwith it. FromInternetsur ng andpersonaproductvity, to
gamesandbeyond, this partdetailssomepopularsoftwareprogramshathelpyou becomemorepro-
ductive with your computerandtapthe power of the Internetfor your researclandcommunications.
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Web Browsing

Onceyou have con gured your Internetconnectionyou arereadyto getonline.RedHat Enterprise
Linux comeswith several Web browses, graphicalapplicationsthatuseyour Internetconnectiorto
accesghe World Wide Web: news, researchshopping banking,andmore. This chapterbrie y ex-
plainshow to surfthe WebusingMozilla. For informationaboutusingthe Konqueror Webbrowser
referto SectionA.6 Browsingthe Webwith Konqueror.

5.1. Mozilla

Part of the mozilla.og organizatiors wide rangeof OpenSourcelnternetapplicationdevelopments,
Mozilla is a powerful, integrated,and standards-compliarWeb browvser email client, news reader
andmore.TheWebbrowsingcomponentlisplaysWebcontentsuchaswebpageandimagesMozilla
alsouseslug-insfor interactve multimediasuchasstreamingrideoandWebanimation.This section
shavs you how to usethe Mozilla Webbrowserto explorethe Internet.

To startMozilla click the Mozilla Web Browser launcheron the panelor chooseMain Menu =>
Inter net => Mozilla Web Browser.

Figure 5-1.Mozilla Main Browser Window

5.1.1. Using Mozilla

Mozilla functionslike ary Web brovserthatyou may have usedbefore.It hasthe standarchaviga-
tionaltoolbars buttons,andmenus.
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Thenavigationbarhasanaddresseld with which you cantypea Uniform Resouce Locator (URL)

— thenameor addres®f awebsite— into theaddresseld atthetop of thebrovserwindow. Mozilla
supportskeyword searchingvia the addresseld aswell. Type a keyword or phraseinto the address
eld andclick the Search button. The searctresultsappearsn the mainbrowsingarea.

Figure 5-2. The Mozilla Navigational Bar

Thereis alsoa sidebaron theleft thatcontainsadditionaloptions,suchasintegratedsearchunction-
ality, bookmarksanda What's Related option that displayswebpagesimilar in topic to the page
currentlydisplayedn themainbrowsingarea.

Figure 5-3.The Mozilla SideBar

At the bottomleft cornerof the browvserwindow, thereare the following small icons: Navigator,
Mail & Newsgioups Composer AddressBook, andIRC Chat. Theseare separateapplications
integratedinto the Mozilla suiteandareusefulfor experiencingemail,chat,nens, andotheraspects
of the Internetbesidesthe Weh For information on using the Mozilla Mail email client, refer to
Chapter6 Email Applications

Finally, thereis the Personal Toolbar which canbe customizedvith your own bookmarksor quickly
take you backto your homepageThe Personalloolbaris usefulfor keepingand cateorizing web-
pagesso thatyou do not have to type the addres®very time you wantto accesghe page.To adda
siteto your Personalloolbar click andhold theleft mousebuttonon the smallicon next to the URL
in theaddresseld anddragit directly to the Personalloolbaror into a folder icon. You canaccess
Personalloolbarfoldersby clicking theicon andchoosinghe websitefrom the drop-davn menu.
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Mozilla alsoallows you to brovse multiple websiteswithin onebrowvserwindow usingnavigational
tabs Insteadof usingtwo or moreseparatevindows to readmultiple webpagesyou canopena tab
by clicking File => New=> Navigator Tab or by pressindCtrl] and[T] atthesametime. Thisopens
thenew tabandallows you to switchbetweertabsby clicking onthem.To closeatab, right-click on
thetabandchooseCloseTab from the menuor click the X attheright of thetabbarto closethetab
currentlydisplayed.

For additionalinformationonusingMozilla, click on Help (onthetop menupanel)andthenonHelp
Contents

5.1.2. Mozilla Composer

YoucanuseMozilla Composerto createwebpagesYou do notneedto knov HTML to usethistool.
To openComposer, click on Window => Composerfrom the Mozilla main menu,or click on the
Composericonin the lower left partof the screen - .

TheMozilla help les provide informationon creatingwebpagesvith Composer

Go to Help on the main menuandselectHelp Contents Whenthe help screenopensclick on the
Contents tab and expandthe Creating Webpagesmenuby clicking on the arrav next to it. A list
of topicsappearandclicking on ary of theseprovide you with informationfor creatingandediting
webpagesisingMozilla Composer

Figure 5-4. Mozilla Composer

5.2. Web Browser Keyboard Shor tcuts

Table5-1 shavs somecommonkeyboardshortcutsavailablein Mozilla. Keyboardshortcutscanhelp
you ef ciently bronvsetheWeh
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Shor tcut Description
[Ctrl]-[T] Opensanewv tabfor browsing multiple websites

within onebrowserwindow

[Ctrl]-[N] Opensanew browserwindow
[Ctrl]-[Q] Closesall browserwindows andexits the application
[Ctrl]-[L] Movesthecursorto the brovsers addresseld
[CtrI]-[P] Printsthe currentdisplayedwvebpageor document

[Ctrl]-[right arrow]

Movesforwardby onelink or page

[Ctrl]-[left arran]

Movesbackwvard by onelink or page

[Ctrl]-[R] Reloadghe currentpage
[Ctrl]-[H] Opensthe browsing history
[Ctrl]-[F] Findsakeyword or stringwithin a page

Table 5-1. Keyboard Shortcuts




5) redhat Chapter 6.

Email Applications

Emailis avery popularway of communicatingvith othersover the Internet.You canuseemailwith
anemail client anapplicationthatunderstandshe variousemail transmissiorstandardsind allows
you to send,receve, andreademail. Red Hat EnterpriseLinux includesseveral email applications,
includinggraphicalemail clientslike Evolution andMozilla Mail, andtext-basedclientslike mutt.
All of theemailclientapplicationsaredesignedo suit certaintypesof users;so,you canchooseone
with thefeatureshatbestsuitsyour particularneeds.

The purposeof this chapteris to demonstratéhow to use someof the popularemail applications
includedin RedHat EnterpriseLinux. Sinceall email clientsperformthe samebasictasks(sendand
receve email),you shouldchooseonethatis corvenientandeasyto use.

Thischaptetbrie y discusseshefollowing emailclients:

- Evolution
« Mozilla Mail
« Mutt, atext-basedemailclient

Before you launchan email client, you should have someinformation from your InternetService
Provider (ISP)handysothatyoucancon gure theclientproperly Thefollowing lists afew important
thingsyou mayneedto know:

Your emailaddress

The email addressyou use to send and receve mail. This is usually in the form of
yourname@yourisp.net

Sener typefor receving email (POPor IMAP)

In orderto receve mail, you mustknow whattype of sener your network administratoror ISP
is using.This POPor IMAP addressis usuallyin theform of mail.someisp.net

POR shortfor PostOf ce Protocol is usedto sendemailfrom amail senerto youremailclient's
inbox the placewhereincomingemailis stored.Most ISP email senersusethe POPprotocol,
althoughsomecanusethenever IMAP (InternetMessageiccessProtocol).

IMAP, shortfor InternetMessae AccessProtocol is a protocolfor retrieving email messages
from your ISP's email sener. IMAP differs from POPin that email from IMAP seners are
storedon thesener andstaysthereevenasyou dovnloadandreadyour mail, wherea?OPmail
is downloadedo your emailclientdirectly anddoesnot stayon the sener.

Sener typefor sendingemail (SMTP)

The SimpleMail TransferProtocol (SMTP)is a protocolfor sendingemail messagebetween
seners.Most email systemghat sendmail over the InternetuseSMTP to sendmessageffom
onesener to anotherthe messagesanthenbe retrieved with anemail client usingeitherPOP
or IMAP. SMTP s alsousedto sendmessagefrom a mail client to a mail sener. This is why
you needto specifyboththe POPor IMAP senerandthe SMTPsenerwhenyoucon gure your
emailapplication.

If you have ary questiongegardingwhatinformationyou need,contactyour ISP or network admin-
istrator Unlessproperlycon gured, you cannotmale full useof the email clientsdiscussedn this
chapter
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6.1. Evolution

Evolution is morethanjustanemailclient. It providesall of thestandareemailclientfeaturesinclud-

ing powerful mailbox managementiserde ned lIters, andquick searcheslt additionallyfeatures
a exible calendar/schedulerhich allows usersto createand con rm group meetingsand special
eventsonline.Evolution is afull-featuredpersonakndworkgroupinformationmanagemertbol for

Linux andUNIX-basedsystemsandis thedefault emailclientfor RedHat EnterpriseLinux.

To launchEvolution from the desktoppanel,goto Main Menu => Inter net => Evolution Email.

Figure 6-1. Evolution WelcomeScreen

The rst time you startEvolution you are presentedvith the WelcomeScreen(Figure 6-1), which
allows youto con gure your emailconnectionFollow theon-screennstructionsand Il in theinfor-
mationyou collectedfrom your ISP or administratoiin the text boxesprovided. Whenyou aredone,
click Finish, to be presentedvith the Main Screerasshawvn in Figure6-2.
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Figure 6-2. Evolution Main Screen

To view whatis in yourinbox or to sendanemail,click onthelnbox icon.

Figure 6-3. Evolution Inbox Screen

To composea mail, selectNew Messagefrom thetoolbar

67
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Figure 6-4. Evolution New Email MessageScreen

Onceyou have composed messagandenterecanemailaddresso sendthe emailto, click Sendon
thetoolbar

While Evolution doesso much more than read and sendemail, this chapterfocusesexclusively
on its email capabilities.To learnmore aboutusing other featuresof Evolution, suchascalender
ing/schedulingand group messagingglick Help from the main toolbarand choosethe component
youwantto learnmoreabout.

6.2. Mozilla Mail

This sectionbrie y coversthebasicstepsfor sendingandreceving emailwith Mozilla. If youneed
furtherinformationaboutusingMozilla Mail, the Mozilla Help contentsarelocatedunderHelp on
themainmenu.

To startMozilla Mail, selectMain Menu => Inter net => Mor e Inter net Applications => Mozilla
Mail .

You arepresentedvith a New Account Setup screen.SelectEmail account which allows you to

con gure your email connection.Follow the on-screerinstructionsand Il in the informationyou
collectedfrom your ISP or administratoiin thetext boxesprovided.
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Figure 6-5. Account Setup

To openMozilla Mail while in Mozilla, click on the mail icon nearthe lower left cornerof the
Mozilla screer £,

Figure 6-6. Mozilla Mail and News

To createa nev emailmessageglick the Composebutton.
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Figure 6-7.Mozilla Mail New Email MessageScreen

To sendanemail,click on the Sendbuttonor go to File => SendNow or SendLater. If youchoose
to sendlater, you cango backto themainmail screerandgo to File => Sendunsentmessages

To reademail,click onthemail folderyou createdor yourselfto view arny messagewaiting for you.
Then,click onthemessaggou wantto read.

Onceyou reada messageyou candeleteit, save it to a separatdolder, andmore.

6.2.1. Mozilla and Newsgr oups

Newsgroupsarelnternetdiscussiomgroupswith speci c topics.Thediscussionsrein threadedormat

(which meansall topicsandresponseso the topic are sortedand organizedfor corvenientreading)
andsubscribingo a groupis very easy You do not have to postmessages you do notwantto; you

canjust lurk, which is a Newsgroupterm for readingwithout postingmessagesThereare a great
mary nevsgroupsontheWebwith topicsrangingfrom politics to computergamego randomstrange
thoughts.You caneven postanddownloadpicturesand les to Newsgroupgalthoughyour ISP may
restrictNewsgroupso text-basedoostingsonly).

To join anewsgroup,you rst needto setup a nevsgroupaccountClick onyour mail accountname
in thesidebaandselectCreatea newaccountfrom theoptionsthatappeaontheright of thescreen.
TheNew Account Setupscreerappearsgain.SelectNewsgioup accountandthenclick Next.

Enteryour nameandemailaddres®n the next screerandclick Next. Onthefollowing screengenter
thenameof yournews sener (if youdo notknow thenameof your news sener, contactyour Internet
serviceprovider or network administratorfor this information). On the last few screensyou can
determinghe namethatthis accounts referredto andreview your settings.

Thenewnsgroupaccountyou createdappearsn the sidebarof the Mozilla mail screenRight-clickon
this accountnameandselectSubscribe A dialog box appearslisting all the nevsgroupsavailable.
Selecthegroupsyouareinterestedn readingandclick Subscribe Whenyouaredone click onOK.

Now, click onthearrav next to the newsgroupaccounnameandthelist of groupsyou aresubscribed
to appeardeneathSelectthe nevsgroupyou wantto accesanda dialog box appearswvith informa-
tion aboutdownloadingand readingexisting messagesPostingto a newsgroupis just like writing
an email, exceptthat the nevsgroupnameappearsn the To eld ratherthanan email addressTo
unsubscribérom a nevsgroup right-click on the groupnameandselectUnsubscribe
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6.3. Plain Text Email Clients

Most modernemail clientsallow the userto selectwhetherthey wantto sendtheir emailsin plain
text or in HTML. The adwantageof HTML formattedemail is that they can containgraphicsand
interactve links to Web sites. The particularfont can be speci ed, the layout is very controllable,
textures,and picturesor background€anbe added;all this makesfor a visually appealingnessage
whenit getsto therecipient.

Ontheotherhand plaintext emailis justthat— plaintext. They is nothingfang, thereareno pictures
embeddedh theemail,andthereareno speciaffonts. Plaintext emailsaresimple.

The term plain text refersto textual datain ASCII format. Plain text (alsocalledclear text) is the
most portableformat becauset is supportedby nearly every email applicationon varioustypesof
machines.

This chapterdiscussethemutt plaintext emailclient.

6.3.1. Using Mutt
Mutt is asmallbut very powerful text-basedmail clientfor UNIX operatingsystems.

Mutt ‘s con guration le, ~/.muttrc , givesmutt its e xibility andcon gurability. It is alsothis le
that might give new usersproblems.The numberof optionsthat mutt hasavailableto it aretruly
astoundingmutt allows theuserto controlnearlyall of thefunctionsthatmutt usesto sendreceve,
andreadyour mail. As is truewith all powerful software, it takestime to understandhe featuresand
whatthey candofor you.

Most of the optionsareinvoked usingthe set or unset commandsyith eitherbooleanor string
valuese.g.set folder = ~/Mail

All con guration optionscanbe changedat ary time by typing a [:] followed by the relevant com-
mand.For example:unset help turnsoff the handykeyboard commandhints at the top of the
screenTo turnthosehintsbackon,type:set  help .

If you cannotremembethe commandyouwantto use,thereis alwaystab-completiorto helpyou.

Youdo not have to typeall your preferredcon guration commandachtime you run mutt, you can
savethemin a le whichis loadedevery time the programstartsup. This con guration le mustexist
in your homedirectory it hasto be namedeither~/.muttrc ~ or ~/.mutt/muttrc

Whenyou launchmutt (by typing mutt at a shell prompt), a screenappearswith a list of email
messagedLhisinitial menuis calledtheindex.

Figure 6-8.mutt Main Screen
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Thesemessagearein a default mail folder, often calledthe mailspoo] thatyou canthink of asyour
inbox. Usethe[K] and[J] keys onyour keyboardto move the highlightedcursorup anddown thelist
of messages.

In theindex or pagerviews, usethe[R] key to reply to amessager the[M] key to createa new one.
Mutt promptsfor the To: addressandthe Subject: line. A text editor (de ned by your $EDITOR
environmentablvariablein thecon guration le) thenlaunchesllowing youto compose/ourmessage.
Typeyour messagesave your le andexit the editor

After editingyour email, Mutt displaysthe composemenu,whereyou cancustomizeyour message
headerschangeheencodingadd le attachmentsr simply pressthe[Y] key to sendyour emailon
its way.

To learnmoreaboutmultt, referto the manpagesfor muttrc andmutt (type man muttrc  or man
mutt atthe shellprompt).You mayalso nd the mutt manualto be very helpful. The mutt manual
is installedin /usr/share/doc/mutt-1.2. x/ ,wherex is theversionnumberof mutt installedon
your system.
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Working with Documents

RedHatEnterprisdLinux includesseveraltoolsfor managingall of your documentsWhetheryouare
preparingor apresentationyriting aformal letter or openingadocumenfrom anemailattachment,
RedHat EnterpriseLinux hasatool thatsuitsyour needs.

7.1. The OpenOf ce .org Suite

Productivity suitesare collectionsof applicationsdesignedo save time andassistusersat work, at

school,andathome.Usually, productvity suitesaregraphicalandincludesuchapplicationsasword

processorsspreadsheetandpresentationtilities. Theapplicationghatcompriseaproductvity suite
areintegrated— which meanshatyou can,for example,write a documentwith anembeddedhart
createdby the spreadsheetpplicationaswell asa slide from a graphicalpresentatiorapplication.
Integrationof the softwarethatmale up a productvity suitehelpsyou to give impactto your presen-
tations,lecturespr printedcollateral.

Red Hat EnterpriseLinux includesa powerful businessproductvity suite called OpenOf ce.org,
which incorporateseseral complementanapplicationdgnto oneintegratedpackagelsing OpenOf-
ce.org is muchfasterandeasierthanlearningcomplex tagsandcodeto formatyour documentsnd
presentationdt allows you completecontrolover thelayoutandcontentof your documentandlets
you seetheresultsasyou editit. This real-time,visual form of documentormattingis calledwhat
youseeis whatyouget (or WYSIWYG) editing.

7.1.1. OpenOf ce .org Features

The OpenOf ce.org suitecontainsseveral applicationsfor creatingandeditingdocumentsspread-
sheetspusinesspresentationsand artwork. It includestemplatesforms, and wizardsfor creating
basicprofessionadocumentsand presentationsjuickly. If you have ever worked with or receved
.doc or xls les, you know they are commonlyassociatedvith the Microsoft Of ce suite. The
OpenOf ce.org suiteis ableto read,edit, andcreate les in several formats,including les which
arecommonlyassociateavith Microsoft Of ce. Table7-1 shavsthemary differenttypesof les you
canuseandtasksyou canaccomplishwith the OpenOf ce.org suite.

Application File Compatibility Document Types

OpenOfce.org |.sxw ,.sdw,.doc ,.rtf ,.txt Formalletters,businesforms,school

Writer .htm/.html papersresumeshewslettersreports

OpenOfce.org |.sxc ,.dbf ,.xIs ,.sdc ,.slk , Spreadsheetsharts tables graphs,

Calc .csv , .htm/.html personnetlirectoriesaddres$ooks,
budgetssimpledatabases

OpenOfce.org |.sxi ,.ppt ,.sxd ,.sdd Businessindacademigresentations,

Impr ess Webpresentationdecturesslide
shavs

OpenOf ce.org |.sxd ,.sda ; export les to several lllustrations line drawings, clip art,

Draw imageformats,including.jpg , .bmp, | organizationatharts

.gif ,and.png

Table 7-1. OpenOf ce.org Features

As you can see,the OpenOf ce.org suite hasmary le compatibility features,and allows you to
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accomplistseveraltasksfor academicbusinesspr homeuse.Thefollowing sectionsshavs you how
to usethe OpenOf ce.org suite.

7.1.2. OpenOf ce .org Writer

Writing documentsusingOpenOf ce.org is similar to otherword processingpplicationsyou may
have usedbefore.A word processors like a text editor but hasseveral additionalfeatureghatallow
you to format, design,and print your documentswithout the needto memorizecomplex formatting
tagsor codes.OpenOf ce.org Writer is a powerful word processothat featuresWYSIWYG for-
matting— whatyou seein the OpenOf ce.org Writer window is exactly whatyou getif you printed
the documentor if you gave the documentle to someoneelsefor themto view. Figure7-1 shaws
OpenOf ce.org Writer in action:

Figure 7-1. OpenOf ce.org Writer

To startOpenOf ce.org Writer fromyourdesktoppanel chooseMain Menu =>Of ce =>OpenOf-
ce.org Writer ; to startit from a shellprompt,type oowriter

Themaininterfaceis thedocumeneditingarea(the white spacen the middle of thewindow) where
youcanaddandedittext. At thetop of thewindow arevariousfunctionscollectedinto toolbarsthatlet

you chooseyour fonts, lettersizesjusti cation (aligningthetext of your documento theleft, center
or right magins),andmore.Thereis alsoa text box thatenables/ou to specifythe exactlocationof

adocumenbn your machineandloadthe documeninto the editing area.Therearealsobuttonsfor

opening saving, andprinting documentsaswell asbuttonsfor creatingnew documentgwhichopens
up anev window with ablankdocumenfor you to addcontent).

Along theleft sideof thewindow, thereis atoolbarwith buttonsfor checkingyour spelling,toggling
the automatichighlighting of misspelledvords,keyword andphrasesearchingandotherconvenient
editingfunctions.If you hover the mousecursorover atoolbarbutton,a pop-upTip is displayedwith
a brief explanationof the button's functionality You candisplaymoredetailedTips by clicking the
Help menuandchoosingExtended Tips.

You canimmediatelybegin typing text into the documentediting areaat ary time usingthe default
settings.To save your text, click the Save buttonld , which opensthe pop-up le browser You can
choosethe le formatfrom the File type drop down menuat the bottom of the browser window.
Thedefault le typeis appropriatdor les thatyouareworking onexclusively with OpenOf ce.org
applications However, for les thatyou needto distribute to Microsoft Of ce users,or if you are
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editinga le thatwassentasanemailattachmentvith the.doc extension,you cansavethe le asa
Micr osoftWord le typethatothersareableto openin Micr osoft Word.

While OpenOf ce.org Writer is usefulfor generaldocumentediting, you canalsoaddobjectssuch
asimagesillustrations,charts,andtablesto your documento complement/our text or give impact
to your documentsTo addanimageto thedocumentselectinsert => Graphics => From File, and
chooseheimagefrom thepop-up le browser Theimageappearsvhereyou placedyour cursorand
canbemadelargeror smallerby clicking ontheresizingbordersaroundtheimage.Figure7-2 shovs
animageaddedio a document.

Figure 7-2. Adding an Image to Your Document

Onceyou have createdyour documentyou cansave it in ary format thatyou wish. ConsultTable
7-1for available le formats.Notethatyou canalsoexportyourdocumento HTML or PDFformat,
formatswhich canbe readby almostevery computerwith a Web browvser (suchasMozilla) or PDF
viewer application(suchasxpdf or Adobe Acrobat Readey).

7.1.3. OpenOf ce .org Calc

Fromlarge enterpriseso homeof ces, professionalsn every industryusespreadsheet®r keeping
records creatingbusinesharts,andmanipulatingdata.OpenOf ce.org Calc is a softwarespread-
sheetapplicationthatallows youto enterandmanipulatedatacellsorganizedn columnsandrows. A
cellis acontainerfor individual piecesof data,suchasa quantity label,or mathematicalormula.You
canperformcalculationson groupsof cells(suchasaddingor subtractinga columnof cells)or create
chartsbasednthequantitiescontainedn agroupof cells. You canevenincorporatespreadsheetata
into your documentdor a professionatouch.

To startOpenOf ce.org Calc from the desktoppanel,selectMain Menu => Of ce => OpenOf-
ce.org Calc. To startOpenOf ce.org Calc from ashellprompt,typeoocalc .

Figure7-3 shavs OpenOf ce.org Calc in action.



76 Chapter 7. Working with Documents

Figure 7-3. OpenOf ce.org Calc

OpenOf ce.org Calc allows you to enterand manipulatepersonalor businessdata. For example,
you can createa personalbudgetby enteringdatadescriptions(suchasrent , groceries , and
utilities ) into columnA andthe quantitiesof thosedatadescriptionsn columnB. OpenOf-
ce.org Calc allows you to enterthe dataeitherin the cell itself by doubleclicking the cell and
typing your information or by usingthe Input Line (the text box on the toolbar). Thenyou can
run a formulaon columnB to comeup with a total. OpenOf ce.org Calc hasseveral presetfunc-
tionsandcalculationgsuchas=SUM() for addition/multiplicaibn, =quotient() for division,and
=subtotal() for preparingreceipts).For detailedinformationaboutcreatingfunctionsfor calcu-

lating your numericaldatain OpenOf ce.org Calc, referto thedocumentatiory selectingHelp =>
Contents

If youneedto createchartsor graphsfor classor businespresentationg)penOf ce.org hasseveral
chartand graphtemplatesavailable. Highlight the areasyou would like to chart,thenclick Insert

=> Chart.... In the Chart window, the datarangesyou choosels shavn in the text box for you to

customizdurtherif desiredClick Next to displaythemary differentchartsandgraphsyoucancreate
usingyour data.Choosehe styleyouwant,andclick Create Thegraphis displayedanchoredvithin

the spreadsheewindon. You canmove it anywhereon the screenfor printing, or you cansave the
graphasanobjectthatyou canthenembedn OpenOf ce.org Writer document®r OpenOf ce.org

Impr esspresentations.
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Figure 7-4.Creating Charts with OpenOf ce.org Calc

Youcansave spreadsheetgeatedvith OpenOf ce.org Calcin several le formats,ncludingthena-
tive.sxc aswell asMicrosoftOf ce compatiblexls formats.Additionally, youcanexportrendered
chartsandgraphgo severalimage le formatsandintegratethemwith documentles, webpagesand
presentations.

For moreinformationaboutusing OpenOf ce.org Calc, refer to the help pagelocatedin Help =>
Contentsfrom the le menus.

7.1.4. OpenOf ce .org Impress

Visual aids cangive your presentationsin addedimpactthat catchesyour audiences attentionand
keepstheminterested OpenOf ce.org Impr essis a graphicaltool that canhelp you make a more
corvincing presentation.

To start OpenOf ce.org Impr essfrom the graphicaldesktop,selectMain Menu => Ofce =>
OpenOf ce.org Impr ess To startOpenOf ce.org Impr essfrom ashellprompt,type ooimpress .

OpenOf ce.org Impr essfeaturesa step-by-ste@utomategbresentationvizard calledAutoPilot that
allows you to createpresentationfrom a collectionof default style templatesYou canmale slides
with itemizedlists, outlines,or images.You canevenimport chartsandgraphscreatedby OpenOf-
ce.org Calcinto aslide.

Figure7-5 shavs OpenOf ce.org Impr essin action.
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Figure 7-5. OpenOf ce.org Impr ess

Whenyou rst startOpenOf ce.org Impr ess you arepresentedvith the AutoPilot. You canchoose
the style of your slides,the mediumwith which you presentyour slides(plain papey transparent
paperfor overheadprojectorsslides,or a displaymonitor),andary animatedvisual effectsyou want
to applyto theslidesif you run presentationfrom your computer

Figure 7-6. OpenOf ce.org Impr essAutoPilot Wizard

Onceyouhave choseryour preferencewiith AutoPilottool, youcanchoosehetypeof slideyouwant
to create.You canselecta pre-formattedslide from the list or startwith a blankslide andcustomize
thelayoutyourself.To addnew slidesto your presentationglick Insert Slide...in the oating toolbar

anda pop-upwindow appearsllowing you to choosethe layout of the new slide. You canhave as
mairy slidesin your presentatiomsyou need.

Youcanalsopreview your presentatiomt ary pointby selectingSlide Show => Slide Show from the
le menus.Thepresentatioms presentedn full screenwhich you canexit by cycling throughevery
slideuntil you reachthe endor by pressinghe [Esc] key atary pointin theslide shaw.

Your presentatiorcan be saved in several le formats.You cansave in the natve OpenOf ce.org
Impress format (for example, mypresentation.sxi ), the Microsoft PowerPoint format
(mypresentation.ppt ), or Starlmpressormat (mypresentation.sdd ). You canalsoprint your
presentationio plain or transparenpaperformatsby clicking File => Print from the le menu.
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To learnmoreaboutOpenOf ce.org Impr ess click Help => Contentsfrom the le menus.

7.1.5. OpenOf ce .org Draw

If you wantto creategraphicsfor your documentsand presentationsyou can useOpenOf ce.org
Draw. Usingyour mouseasayou would a penor a paintbrushOpenOf ce.org Draw allows youto
male illustrationsandsave themin several formatsthatyou canaddto printeddocumentsplaceon
websitespr attachto emails.

To startOpenOf ce.org Draw from the desktoppanel,click Main Menu => Of ce => OpenOf-
ce.org Draw. To startOpenOf ce.org Draw from a shellprompt,type oodraw .

Figure7-7 Shavs OpenOf ce.org Draw in action.

Figure 7-7. OpenOf ce.org Draw

If you arefamiliar with illustration and graphicsapplicationssuchas The GIMP (referto Chapter
10 Working with Images for more information), notice that OpenOf ce.org Draw hassomeof the
samebasicfunctions.Therearetoolbarsfor creatingstraightand curved lines, basicshapesuchas
squaresand circles, 3D objectssuchasconesand cubes,andmore. You can createimagesand |l
themwith the color of your choiceusingthe Ar eaStyle/Filling drop-davn menuonthemaintoolbar
You canadditionallyinserttext into yourillustrations.OpenOf ce.org Draw alsoallows youto open
andimportimagesandmodify themwith thetools provided.

Whenyou completeyour illustration or imagemodi cations, you cansave the le in oneof several
natve le formatsor export your work to several popularformatssuchas.jpg or .png . Referto
Table7-1 for thecompletelist of compatiblemage le formats.

For moreinformationon usingOpenOf ce.org Draw, referto thedocumentatiotocatedat Help =>
Contentsfrom the le menus.

7.2. Editing Text Files

RedHatEnterpriseLinux includesseveraltext editors, applicationghatallow youto view andmodify
plaintext les. Plaintext les are les thatcontaintext withoutary font or styleformattingappliedto
it, suchassystemogsandcon guration les.
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gedit is a graphicaltext editor It canopen,edit,andsave plaintext les. You canalsocut andpaste
text to andfrom othergraphicaldesktopapplicationsgcreatenew text les, andprint les. gedit hasa
clearandunderstandablmterfacethatusestabssothatyou canopenmorethanone le atthesame
time without openingmorethanonegedit window.

To startgedit, click Main Menu => Accessories=> Text Editor. You canalsostartgedit by typing
gedit atashellprompt.

; Note

gedit can only be used in a graphical desktop environment.

Figure 7-8.gedit

Oncegedit is running,you arepresenteavith ablankeditingarea.You canbeagin usinggedit imme-
diately or click the Open buttonto locatethe plain text le youwantto edit. The le loadsinto the
main editingareaasshavn in Figure7-8. You cannavigatethetext le by clicking andholdingthe
scroll bar on theright edgeof the window andmoving your mousecursorup anddown; or, usethe
arron keysto navigatethroughthetext le line-by-line.Presghe[PageUp] and[PageDown] keysto
adwancethedocument pageatatime.

O,

gedit allows you to open multiple text les in one window using separate tabs for each le . If you
have a le already open and want to copy text from another le, click Open, choose the le you want
to access, and the le opens in a new tab within the gedit window. You can navigate between each
le by clicking on the the tab associated with the particular lename .

Onceyou have modi ed or written your text le, you cansave it by pressinghe Save buttonin the
toolbar or by choosingrFile => Save from the le menuslf you arewriting anew text le, apop-up
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window promptsyou to namethe le andsave it in the directoryof your choice.If you areediting
anexisting le, thenary changes/ou make automaticallyappearsn the le thenext time you open
it. You canalsochooseFile => Save As...to save anexisting le underanewv nameor in a different
location,whichis corvenientif, for example,you areeditinga con guration le andyouwantto test
your changesvithoutlosingyour original con guration.

For moreinformationaboutgedit, chooseHelp => Contentsfrom the le menusto accesshe gedit
manual.

7.2.1. Shell Prompt Text Editor s

If you arenotusinga graphicaldesktopandwantto readandmodify atext or con guration le, Red
Hat EnterpriseLinux includesthevi (pronouncedree-ge) text editor vi is a simpleapplicationthat
openswithin the shellpromptandallows you to view, searchandmodify text les. To startvi, type
vi atashellprompt.To opena le with vi typevi  filename atashellprompt.

Figure 7-9.vi

By default, vi opensa le in Normal mode,meaningthatyou canview andrun built-in commands
onthe le butyou cannotaddtext to it. To addtext, presdi] (for Insert mode),which allows you to
male ary modi cationsyou needto. To exit insertmode,presgEsc], andvi revertsto Normalmode.

To exit vi, press[:] (which is the vi commandmode)and press[q] then[Enter]. If you have made
changedo thetext le thatyouwantto save, press[:] andtype [w] then[q] to write your changes
to the le andexit the application.If you accidentallymadechangedo a le andyou wantto exit
vi without saving the changestype[:] andthentype [q] followed by [!], which exits without saving
changes.

Moreinformationaboutusingvi canbe foundby typing man vi atashellprompt.

7.3. Viewing PDFs

A PDF (PortableDocumentFormat) le is anelectronicimageof adocumentPDF capturedormat-
ting informationfrom avariety of desktoppublishingapplicationsmakingit possibleto sendformat-
ted documentsandhave themappearon the recipients monitor or printer asthey wereintended.To
view a PDFyou musthave aPDFreader
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An opensourceapplicationcalledxpdf is includedwith RedHatEnterpriseLinux. Thexpdf toolbarat
thebottomhasnavigationaltoolsthatlet youmove backward andforwardthroughthe PDFdocument,
aswell asstandardzoom,print, and nd tools.Thexpdf manpageprovidesusefulinformationonthe
xpdf options.To view thexpdf manpage atashellprompttypeman xpdf .

Figure 7-10.xpdf

To view a PDFwith xpdf:

1. In your desktopervironment,go to Main Menu => Graphics => PDF Viewer. You canalso
launchxpdf by typingxpdf atashellprompt.

2. Right-clickin thexpdf screerto displayalist of options.
3. SelectOpento displaythe le browser
4. Selectthe PDF le youwantto view andclick Open.

AnotherpopularPDF viewer is Adobe Acrobat Reader. While it is notincludedwith RedHat En-
terpriseLinux, you candownloadit free of chage at http://wwwadobe.com/.



@ redhat Chapter 8.
Audio, Video, and General Amusement

This chaptempresentyou with thelighter sideof RedHat EnterpriseLinux. From gamesandtoys to
multimediaapplicationsRed Hat EnterpriseLinux providesmary packageso assistyou in having
somefun with your computer

8.1. Playing Audio CDs

To playanaudioCD, placetheCD in your CD-ROM drive. The CD Player applicationshouldappear
automaticallyand begin playing the rst audiotrack. If the interface doesnot appearclick Main
Menu => Sound & Video=> CD Player to launchthe CD Player application.

Figure 8-1.CD Player Interface

The CD Player interfaceactssimilar to a standardCD player with play, pauseandstopfunctions.
Thereis even a sliding barthatallows you to adjustthe volume.Pressthe Next track andPrevious
Track buttonsto skip forward or backward onetrack; you canalsousethe Track List drop down
menuto selectatrackfrom theavailablelisting.

You canedit thetracklistings for your CDs by clicking the Opentrack editor button. You canalso
changetheway theapplicationfunctionsby clicking on the Open Preferencesbutton. Hereyou can
setthemedor the playeraswell assetthe behaior of the CD-ROM drive whenyou openor quit the
CD Player application.

Figure 8-2.CD Player Preferences
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8.2. Playing Digital Audio Files

Digital audiohasbecomevery popularin recentyears.Usersenjoy thetechnologybecausehesound
quality is excellentcomparedo analogtapeor records,andthe les are compact(audio les can
easilybetransferredacrosgheInternet).

To take adwantageof this technology RedHat EnterpriseLinux includesthe powerful X Multimedia
System{XMMS), a cross-platfornmultimediaplayerwhich allows you to play several digital audio
le formats.

Figure 8-3.XMMS Interface

XMMS canbe usedfor morethanjust playing digital audio les. By default XMMS canplay Ogg
Vorbis, RIFF wave, andmostmoduleformats.Additionally, XMMS canbe extendedvia pluginsto
play a numberof otherdigital multimediaformats.

To launchXMMS , goto Main Menu => Sound& Video=> Audio Player.
To launchXMMS from a shellprompt,typethe commandkmms

8.2.1. Using XMMS

Toplayanaudio le with XMMS, click theOpen buttonlzl andchoosea le fromthelLoad File(s)
window.

Figure 8-4. The Load File(s) Window

In Figure8-4, you seethatthereareseveral les to choosefrom. The les thatendin .ogg areOgg
\orbis les, apopularnew audio le format,whilethe.pls le isanaudioplaylist le. Youcanuse
XMMS to addaudio les into alist andthensave it asa playlist. This canbe corvenientif you have
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severalaudio les andyouwantto catgorizethem(for example,by genreor artist).Highlight the le
youwishto play (if youhave multiple les, click andhold themousebuttonanddragit overall of the
les youwantto open)andclick OK. NoticethatXMMS beginsto playyouraudio les immediately
To adjustthe volumeclick anddragthe volumeslider (the long slider above the Open button)to the
left to lower the volumeor to theright to increaset like a CD player Therearealsobuttonsto stop,
pauseandskip (backward andforward)your audio les.

To learnmoreaboutusingXMMS andits mary options,referto the manpageby typing man xmms
atashellprompt.

8.3. Troubleshooting Your Sound Card

If, for somereasonyou do nothearsoundandknow thatyou do have a soundcardinstalled,you can
runthe SoundCard Con guration Tool utility.

To usetheSoundCard Con guration Tool, chooseéMain Menu => SystemSettings=> Soundcard
Detection A smalltext box popsup promptingyou for your root passverd.

' ; Note

Most sound cards are supported by Red Hat Enterprise Linux, but there are some sound cards that
are not completely compatible or may not work at all. If you are having trouble con gur ing your sound
card, check the Hardware Compatibility List at http://hardware.redhat.com/hcl/ to see if your card is
supported.

TheSoundCard Con guration Tool utility probesyour systenfor soundcards.If theutility detects
aplug andplay soundcard, it automaticallytriesto con gure the correctsettingsfor your card.You
canthenclick the Play test sound buttonto play a soundsamplelf you canhearthe sample select
OK andyour soundcardcon gurationis complete.

Figure 8-5. SoundCard Con guration Tool

8.3.1. If Sound Card Con guration Tool Does Not Work

If the Sound Card Con guration Tool doesnotwork (if the sampledoesnot play andyou still do
not have audio sounds)therearealternatves, althoughthey are not quite assimpleasrunningthe
Sound Card Con guration Tool. You canedit your modules.conf  le asdiscussedn the next
section(this stratgy is notrecommendetbr mostnew users)or referto thedocumentatiothatcame
with your soundcardfor moreinformation.
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8.3.1.1. Manual Sound Card Con guration

If your soundcardis nota plug andplay card,you canmanuallyedityour /etc/modules.conf le
to includethe soundcardmodulethatit shoulduse.For example:

alias sound sb

alias midi opl3

options  opl3 i0=0x388

options sb i0=0x220 irqg=7 dma=0,1 mpu_io=0x300

For informationon con guring soundmanually referto the Linux SoundHOWTO atthe Linux Doc-
umentatiorProjectwebpage:

http://wwwtldp.og/HONTO/Sound-HVTO/

8.4. Troubleshooting Your Video Card

Videocardcon gurationis handledduringthe RedHat EnterpriseLinux installation(referto theRed
Hat Linux Installation Guide for moreinformation).However, if you did not chooseto con gure a
videocardatthattime, or if you needto recon gureyour settingsyou canusethe X Con guration
Tool utility. You shoulddo this, for example,if youinstalla new videocard.

' ; Note

The X Conguration Tool backs up your system's original video conguration le to
/etc/X11/XF86Con  fig .ba ckup in case you need it to switch back to a previous con gur ation.

To run the X Con guration Tool, click Main Menu => System Settings => Display. A pop-up
window promptsyou for your root passverd. You canalsostartfrom a shell promptby typing the
commandedhat-config-xfree86 , which thenpromptsyou to enteryour root passverd. If you
areworking from a shell promptandX is not working, redhat-config-xfree86 attemptdo start
a minimal X sessionto allow you to continueyour con guration. Follow the instructionsthat ap-
pearon the screenThe X Con guration Tool attemptsto automaticallycon gure your video card
andmonitor settingsfor you. Figure8-6 shavs the Advancedtabfor con guring your video device
manually

Figure 8-6.X Con guration Tool
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To con gure your monitormanually click the Advancedtab, thenclick the Con gur e...buttonnext
to the Monitor Type entry A pop-upwindow displaysa list of monitormodels.Chooseyour model
andclick OK. You canalsolet the X Con guration Tool probeyour monitor for the correctmodel
andvertical/horizontafrequeny settings.

To con gure your video card manually click the Advancedtab, thenclick the Con gur e... button
next to the Video Card entry A pop-upwindow displaysa list of video card models.Chooseyour
modelandclick OK. Youcanalsoletthe X Con guration Tool probeyourvideocardfor thecorrect
modelandsettingsby clicking the Probe Videocard button.

Whenyou have nished recon guring your video cardandmonitor, you shouldbe ableto startan X
sessiorandenjoy your graphicaldesktopenvironment.

8.5. Games

PlayinggamesunderRedHat EnterpriseLinux is a fun way to passthetime. The gamesncludedin
RedHat EnterpriseLinux appeako quite alarge numberof videogameenthusiasts.

Gameavailablity depend®n the variantof RedHat EnterpriseLinux you installed.You musthave
thosegamepackagenstalledbeforethey appeaundertheMain Menu => Gamesmenu.Referto the
RedHat EnterpriseLinux SystemAdministation Guidefor detailsoninstallingadditionalpackages.

To startagameclick Main Menu => Gamesandselectthe gameof your choice.Figure8-7 shavs a
fun gamefor kids of all agescalledSameGNOME. In this gameyou point your mouseat matching
marblesuntil they startto spin; then,you canclick themto make themdisappearThe objectof the
gameis to male all themarblesdisappear

Figure 8-7.SameGNOME — Match the Marbles Game

8.6. Finding Games Online

Therearemary gamesavailablewithin RedHat EnterpriseLinux andonline.For moreinformation,
hereareafew suggestions:

« http://wwwlinuxgaming.net/— A websitethatcoversLinux-compatiblegamesn depth.
« http://wwwtuxgames.com¥— A storewhereyou canbuy gamegustfor Linux.

« http://wwwlinuxgames.com¥— T Linux gamingnews site.

« http://hapgpenguinorg/ — TheLinux gamingrepository

You can also browse the Internet for linux games using a search engine, such as
http://wwwgoogle.com/.



88

Chapter 8. Audio, Video,and General Amusement



E) redhat Chapter 9.
Working with Digital Cameras

Digital camerahave recentlygrowvn in popularitybecausef theirincreasingmagequality andeasy
interactionwith desktopPCs.Digital camerasreatehigh-qualityimagesthatallow you to sendto
othersoverthelnternetor printonacolor printer RedHatEnterpriseLinux supportseveralbrandsof
digital camerasandhasapplicationshathelpyou accessyiew, andmodify your digital photographs.

9.1. Using gtKam

RedHat EnterpriseLinux supportsover 100 digital cameramodels.So, whetheryour camerauses
aUSB or serialportto communicatevith your computerit is likely that RedHat EnterpriseLinux
supportst.

gtKam is agraphicalapplicationthatallows youto interfacewith your digital cameragtKam works

directly with your digital cameraallowing you to open,view, save, anddeleteimagesdirectly You

canalsodownload the imagesto your computerand modify it with imagemanipulationprograms
suchas The GIMP (refer to Chapter10 Working with Images for more information aboutimage
manipulatiortools).

To startgtkam, chooseMain Menu => Graphics => Digital Camera Tool. You can also start
gtKam by typing gtkam atashellprompt.

Before you begin using gtkam, you needto con gure it to work with your digital camera.From
themenu,chooseCamera=> Add Camera... Fromthe pop-updialog,you canchooseyour camera
from thedrop-davn list or let gtKam automaticallynd yourcameraby clicking Detect Click Apply
to accepthe changesindOK to closethedialogbox.

Figure 9-1. Adding a Camerain gtKkam

Onceyou have addedyour camerajt will be shavn asanicon on theleft panelof the main gtkam
window. You only have to con gure gtkam for your cameraonce;the settingswill be saved with
eachadditionaluse.

Directoriesshavn belav theicon maydiffer dependingon your brandof cameraSelecthedirectory
thatcommonlystoresyourimagesandthe storedimageswill immediatelyload asthumbnailimages
in themainpanel.Fromthis panel,click on theimagesyou want,which you canthensare to disk by
choosingFile => Save SelectedPhotos If you wantto save all of the storedimages chooseSelect
=> All, thensave theimagedgo disk.
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Figure 9-2.Viewing Imageswith gtkam
For moreinformationaboutusinggtKam, referto thegtKam pageatthe gPhotowebsite:
http://gphoto.sourcefge.nefproj/gtkam/
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Working with Images

Digital imageshave grown in popularitywith the developmentof the graphicallnternetandthe in-
creasingquality of digital camerasThereareseveraltypesof image les, someof which arecreated
usingsophisticatedlustrationsoftwarepackagesyhile othersaremadefrom digital sourcesuchas
ascannemor camera.You may have dovnloadedsomeof theseimage les from the Webor receve
themthemasattachmentso in anemail messageYou may alsowantto createyour own imagesto
sendto others.You canview andmodify the mostcommontypesof image les usingapplications
includedin RedHat EnterpriseLinux.

10.1. Viewing Images

This sectiondiscussesomeof the commontools for viewing image les. Certaintoolsincludedin
RedHat EnterpriseLinux arespecializedapplicationghatenhancémageswhile othersaregeneral-
purposele managershathave integratedimageviewing functionality

10.1.1. Using Nautilus to View Images

Nautilus is ageneral-purposdée manageandbrowserfor the graphicaldesktopervironment.Nau-
tilus hasmary functionsbeyond simpleimageviewing; however, for this section,we only useit for
basicimagebrowsing. For moreinformationaboutNautilus, referto Chapter2 Usingthe Graphical
Desktop

Nautilus is known for its ease-of-usandit handlesmageswith the sameeaseasit doesfor other le
types.To begin browsingyourimagecollectionwith Nautilus, double-clickyourhomedesktopcon:

\ 3

This providesa view of all les andfolderswithin your homedirectory Double-clicka supported
image le and Nautilus opensthe le. Figure 10-1 illustrateshov Nautilus automaticallycreates
thumbnailsof ary imageswithin afolder:

Figure 10-1.Contentsof a Folder in Nautilus
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Double-clickon ary thumbnailicon to view theimageat its native sizeandthe imageloadswithin
the browserwindow. To increaseor decreas¢he sizeof the viewed imagein Nautilus, click on the
zoombuttonsnext to theLocation: eld asshavn in Figure10-2

Figure 10-2.The Zoom Function in Nautilus

Click the + buttonto increasehe sizeof theimageor - to decreasé.

10.2. Manipulating Images with the GIMP

The GNU ImageManipulationProgram(GIMP ) is a powerful applicationthatcancreate alter ma-
nipulate,andenhancaeligital image les.

10.2.1. GIMP Basics

To usethe GIMP , you mustknow someof the basics Startthe GIMP from the desktopby choosing
Main Menu => Graphics =>The GIMP or from a shellprompt,startthe GIMP usingthecommand
gimp .

Figure10-3illustratesatypical GIMP session.

Figure 10-3.The GIMP
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10.2.2. Loading a File

To load an existing le, selectFile => Open, andthe Load Image dialog appearsasillustratedin
Figure10-4

Figure 10-4.The Load Image Dialog

The Load Image dialog displaysthe working directory which is the directoryyou arein whenthe
GIMP waslaunchedYou cannavigatethe le systemtreeby double-clickingon the Dir ectorieslist
ontheleft, thenselectinga le to openfrom theFileslist ontheright.

File namecompletionis supportedby the GIMP . If you typethe rst few lettersof a le nameinto
theSelection eld andpresshe[Tab]key, theonly subdirectoriesr les beginningwith thoseletters
remain.

Onceyou selecta le, it appearsn the Selection eld nearthe bottomof the dialog. On the right
side of the dialog, a thumbnailpreview is displayed.Alternatively, a Generate Preview button is
displayedIf youwantto view athumbnailof theimageclick onthe GeneratePreview button.

After selectinga le, click onthe OK buttonto openit. You canalsodouble-clickona le nameto
openit.

10.2.3. Saving a File

Tosareanimage le, right click ontheimageandchooseFile => Save (or Save as). TheSave Image
dialogappearsf you chooseSave asor if you chooseSave andthe le hasnotbeensasedbefore.

The Save Image dialog looks almostexactly like the Load Image dialog andnavigation of the le
systemtreeandchoosingles worksin the sameway.

Whensaving animage,you mustchoosean imageformat. The GIMP supportsa wide variety of
imageformats,including.gif ,.png , .jpg , and.bmp.
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10.2.4. GIMP Options

Like mary applicationsthe GIMP providesmorethanonemethodto accomplishtasks.The easiest
way to work with imagesis to right-click theimage,which displaysa setof menuscontainingmost
of the GIMP 'smary capabilitiesjncludingimagesizing, rotation,and Iter application.

For exampleto make animageappeassif it wasclippedfrom a nevspaperright-click ontheimage
within theGIMP andselectFilters => Distorts => Newsprint.... Selecthequantityof linesperinch
usingthesliders Whenadesiredquantityis reachedclick OK to rendettheimagewith thenew effect
applied.Figure10-5shavs anexampleof animageafterthe Newsprint... Iter hasbeenapplied:

Figure 10-5.An Image Modi ed with the Newsprint... Filter

The Toolbox palettealsohasseveral easilyaccessibléunctions.To bring the Toolbox palette right-
click on the image and selectTools => Toolbox Using the Toolbox palette,you can add text to
imagesgraseegionsof animage,or even Il selectedegionswith the color of your choice.

For example,if you wish to addtext to a le, selectthe'_ll button and click on your image.This
loadsthe Text Tool dialogbox, whereyou canchoosea font andtype sometext in the provided text
box.Click OK andthetext is displayedasa oating sectionontheimage.You canthenmove thetext

to the positionyou wish usingthe Move Layers tool, available by selectingthe .il button. Figure
10-6shaws the photowith addedext:

Figure 10-6.Using the Text Tool on an Image
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The GIMP is a powerful imageeditingtool andit takessometime to masterall of its functions.Try
exploring someof the optionsyourself.If youmake a mistale, you canalwaysundoyour mistalesby
right-clicking ontheimageandchoosingedit => Undo.

10.3. Additional Resources

While this chaptercoversimageapplicationsbrie y, thereis muchmoredetailedinformationavail-
able.Referto thefollowing resourcesf you areinterestedn learningmoreaboutthe applicationsn
this chapter

10.3.1. Installed Documentation
Often, softwarepackageincludecomprehense documentation.

- The GIMP manualpagecontainssomeof the moreadvancedcommandine optionsanderviron-
mentvariablesassociateavith it. You canreadthe manualpageby typing man gimp atashellor
terminalprompt. The GIMP alsohasahelpbrowseraccessibléy choosingHelp => Help... from
theGIMP toolbarmenu.

10.3.2. Useful Websites

TheWebhasseveral sitesof interestif you arelooking for moredetailedinformationaboutanappli-
cationcoveredin this chapter:

« http://wwwgimp.og/ — Theof cial GIMP website.

« http://wwwrru.com/~meo/gimpég-usehtml — A FrequentlyAsked Questions(FAQ) list for
guestioncommonlyasked aboutthe GIMP by GIMP users(asopposedo developers).

+ http://manual.gimp.a/manual — Theonline GIMP UserManual

« http://gimp-s&vy.com/ — The companionwebsiteto the book Grokking the GIMP, by Care
Bunks.Theentirebookis alsoavailableon the sitefor download

- http://tigert.gimp.ay/gimp/ — The GIMP websiteof tigert (TuomasKuosmanen).

10.3.3. Related Books

If youneedn-depthinformationaboutthemary capabilitiesof the GIMP , try yourfavorite bookstore.
Thefollowing bookswereavailableat thetime of this writing:

- TheArtists' Guideto the GIMP by MichaelJ. Hammel;FrankKasperandAssociatesinc.
- GIMP EssentiaRefeenceby Alex Harford; New RidersPublishing

« GIMP for Linux Bible by StephanieCottrell Bryant,etal; HungryMinds, Inc.

« GIMP: TheOfcial Handbookby Karin KylanderandOlof S. Kylander;Coriolis Group
« Grokkingthe GIMP by Care/ Bunks;New RidersPublishing

« SamsTead YourselfGIMP in 24 Hours by JoshuaeandRamona&Pruitt; Sams
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Diskettes and CD-ROMs

Using diskettesand CD-ROMs with Red Hat EnterpriseLinux requiressomeunderstandingbout
removable media. This chapterdiscusse$iow to readandwrite les to andfrom diskettes,how to
format diskettes,and how to readand copy datafrom a CD-ROM. This chapteralso covers using
CD-writableandCD-rewritabledrives.

11.1. Using Diskettes

Diskettesareone of the oldestremavable mediasolutionsavailablefor the personaktomputer(PC).
Diskettesare ideal as a portablestoragesolution for small les that needto be physically moved
around For example,if two PCsarenotonthesamenetvwork, diskettesarea greatsolutionto transfer
les from onecomputerto the other

11.1.1. Mounting and Unmounting a Diskette

A diskettemust rst be mountedbeforeit canbeused.To mounta diskette,insertit into the diskette
drive andtypemount /mnt/floppy/ atashellprompt.

The diskette drive actvity light should blink as the diskettes le systemis mountedto the
/mnt/floppy directory

You can accessthe contents of the diskette by changing into that directory with the cd
/mnt/floppy/ command.

Alternatively, you canalsomounta diskette by right-clicking on the desktopandchoosingDisks =>
Floppy. This mountsthe disketteandaddsa desktopicon which you candouble-clickto explorethe
diskettecontents.

Now thatthe diskettehasbeenmountedt is availableto be copiedfrom or written to. You canopen,
save,andcopy les to/fromit asyouwould normallydoto your harddrive. You canevenexplorethe
diskette’s contentdn Nautilus (asshawvn in Figure11-1) or Konqueror.

Figure11-1.Viewing les on a Diskette with Nautilus

Whenyou aredoneusingthediskette,you shouldunmountit beforeejectingit from thedrive. To do
this, closeary applicationghatmaybeusing les onthedisketteor exploring the diskette's contents
(suchasNautilus or Konqueror), andat a shellprompttypethefollowing command

umount /mnt/floppy/
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If youareusingGNOME,you canunmounthedisketteby right-clickingonthe ® iconandchoosing
Unmount Volume from the menu.

You cannow safelyejectthediskettefrom the drive.

11.1.2. Putting Linux Files on an MS-DOS Diskette

To copy les from a Linux machineto an MS-DOS formatteddiskette so that a Windows machine
canreadit you shouldformat your diskette with an MS-DOS (FAT) le system.This canbe done
with the Windows OS or with g oppy (seeSection11.1.3.1Usingg oppy). Thenmountit in Linux

asdescribedn Section11.1.1Mountingand Unmountinga Diskette Copy les usingthe following

commandsubstitutingfilename  with thenameof the le youwishto copy):

cp filename  /mnt/floppy

You canthenunmounthedisketteandejectit from thedrive. Thenew le onthedisketteshouldnow
beaccessiblérom your Windows machine.

11.1.3. Formatting a Diskette

To usea diskette speci cally with RedHat EnterpriseLinux, you needto formatthe diskette using
theext2 le systemext2 is oneof the le systemsupportecdby RedHat EnterpriseLinux, andis the
default methodusedfor formattingdiskettes.

&Warning

Formatting a diskette will erase all of its contents. Be sure to backup any les that you need before
performing any of the following operations on your diskettes.

Onceyou have createchnext2 le systenonthediskette,you canmanipulatets contentsn thesame
waysthatyou manipulatedirectoriesand les onyour harddrive.

11.1.3.1. Using gopp Yy

To startg oppy, chooseéMain Menu => SystemTools=> Floppy Formatter. Fromashellprompt,
type /usr/bin/gfloppy . As shawn in Figure11-2 theg oppy interfaceis smallandhasfew op-
tions. The default settingsare sufcient for most usersand needs;however, you canformat your
diskette with an MS-DOS le systemtype if necessaryYou can also choosethe density of your
diskette(if youarenotusingthe usualhigh density3.5" 1.44MBdiskette).You canalsoelectto quidk
formatthedisketteif it waspreviously formattedasext2.
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Figure11-2.g oppy

Inserta disketteandchangethe settingsin g oppy to suityour needsthenclick Format. The status
boxwill appeaontop of themainwindow, shaving you the statusof formattingandveri cation (see
Figure11-3). Oncecompleteyou canejectthe disketteandcloseg oppy .

Figure 11-3.g oppy StatusBox

11.1.3.2. Using mke2fs

The mke2fs commandis usedto createa Linux ext2 le systemon a device suchasa harddrive
partition or (in this case)a diskette. mke2fs essentiallyformatsthe device and createsan empty
Linux-compatibledevice which canthenbe usedfor storing les anddata.

Insertyour disketteinto thedrive andissuethefollowing commandat a shellprompt:

/sbin/mke2fs /dev/fdO

On Linux systems/dev/fd0  refersto the rst diskettedrive. If your computerhasmorethanone
diskettedrive, your primary diskettedrive is /dev/fd0  , yourseconddev/fdl , andsoon.

Themke2fs utility hasa numberof options.The-c option makesthe mke2fs commandcheckthe
device for badblocksbeforecreatingthe le system.The otheroptionsarecoveredin the mke2fs
manpage.

Onceyou have createdanext2 le systemon the diskette, it is readyto be usedwith your Red Hat
EnterpriseLinux system.
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11.2. CD-ROMs

The CD-ROM formatis a popularmediumto deliver typically large softwareapplicationsaswell as
multimediagamesand presentationdMost of the software thatcanbe purchasedrom retail outlets
comein the form of CD-ROMs. This sectionshavs you how to use CD-ROMs on your Red Hat
EnterpriseLinux system.

11.2.1. Using CD-ROMs with Your File Manager

By default, CDs are automaticallymountedandthe le managetis displayedallowing you to ex-
plorethe contentsof the CD. Figure 11-4 shawvs the contentsof a CD-ROM within the Nautilus le
manager

Figure 11-4.Contentsof a CD-ROM in Nautilus

A CD desktopicon alsoappearswhich you canuseto unmountandejectyour CD-ROM after
use.Right-click on theicon to view all of the available choices.For example,to unmountandeject
the CD-ROM, chooseEject from themenu.

11.2.2. Using CD-ROMs From a Shell Prompt

You canalsomanuallymountand unmountyour CD-ROMSs from a shell prompt.Inserta CD into
your CD-ROM drive, opena shellprompt,andtypethefollowing command:

mount /mnt/cdrom

The CD-ROM shouldnow be mountedandavailablefor usewith your le managerYou canaccess
your CD-ROM by clicking the homeicon on thedesktopandtyping/mnt/cdrom  in thelocationbar

After working with your CD, you mustunmountit beforeyou canejectit from your CD-ROM drive.
Closeary applicationsor le managershatareusingthe CD-ROM andtypethefollowing command
atashellprompt:

umount /mnt/cdrom

You cannow safelypressthe ejectbuttononyour CD-ROM drive to retrieve your CD.

11.3. CD-Rs and CD-RWs

CD-writable (CD-R) drives have grown in popularityasaninexpensve way to backupandarchve
several megabytesof data,including applicationspersonalles, andeven multimedia(audio/video
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andstill image)presentationdRedHat EnterpriseLinux includessereraltoolsfor usingCD-Rsand
CD-rewritable (CD-RW) drives.

11.3.1. Using CD Creator

If youwantto performaquick le or directorybackupto a CD-R or CD-RW, thereis atool included
in theNautilus le manageralledCD Creator.

CD Creator allows you to draganddrop les from a Nautilus window to the CD Creator interface.
To accesghe CD Creator featurein Nautilus, inserta blank CD-R(W) into your drive andthe CD
Creator window will automaticallydisplay You canalsodoubleclick yourhomedirectoryiconfrom
thedesktopandchooseGo => CD Creator from thewindov menus.Youcanalsotypeburn: in the
Location barto startCD Creator.

Figure 11-5.The CD Creator Interface in Nautilus

Opena new Nautilus window andselectthe les or directoriesyou wantto write to CD-R(W). To
selectmultiple les, pressandhold the[Ctrl] key, andclick onthe les andfolders.Thenreleasehe
[Ctrl] key, pressand hold the left mousebutton, anddragthe les andfoldersto the CD Creator
window.

Whenyou arereadyto write the les to your CD-R(W), click the Write to CD buttonin the CD
Creator window, which displaysa dialog box whereyou canselectthe writing speednamethe CD,
andchooseotheroptions.

Figure11-6.The CD Creator Write Dialog Box
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Click theWrite les to CD buttonto startburning.A statuswindow displaysthewriting progressas
shavn in Figure11-7.

Figure11-7.The CD Creator Write StatusWindow

By default, the CD-R(W) shouldautomaticallyejectfrom your drive whenit is nished. Sinceit is
generallyrecommendedo periodically backuppersonalles, the CD Creator canhelp you do so
quickly.

11.3.2. Using CD-Rs and CD-RWs with Command Line Tools

If youwantto useashellpromptto write imagego CD-R or CD-RWs, therearetwo utilities available:
mkisofs andcdrecord . Theseutilities have several advancedoptionsthatarebeyond the scopeof
thisguide;however, for basicimagecreationandwriting, thesetoolssave sometime overthegraphical
alternatves suchasX-CD-Roast

11.3.2.1. Using mkisofs

Themkisofs utility createdSO9660image les thatcanbewritten to a CD-R(W). Theimagescre-
atedby mkisofs canincludeall typesof les. It is mostusefulfor archival and le backuppurposes.

Supposeyou wish to backupa directory called /home/joeuser/  , but exclude the subdirectory
/nome/joeuser/junk/ becauseat containsunnecessaryles. You wantto createan ISO image
calledbackup.iso  andwrite it to CD-R(W) sothatyou canuseit onyour RedHat EnterpriseLinux
PC at work andyour Windows laptopfor trips. This canbe donewith mkisofs by runningthe fol-
lowing command:

mkisofs -0 backup.iso -X /home/joeuser/junk/ -J -R -A -V -v /homeljoeuser/

The imageis createdin the samedirectory that you ran the command.Table 11-1 explains each
commandine option. For moreinformationon usingmkisofs , referto the additionalresourcesn
Sectionl1.4AdditionalResouces

You cannow usethe SO image le with cdrecord , the commandine basedCD recordingutility.
For moreinformationaboutusingcdrecord , referto Section11.3.2.2Usingcdrecord

Option Function

-0 Speci esanoutput le nameof thelSOimage.

-J Generatedoliethamingrecordsusefulif theCD is usedin
Windows ervironments.

R GeneratefRockRidge(RR) namingrecordsto presere lename

lengthandcasing especiallyfor UNIX/Linux ervironments.

-A SetsanApplicationID — atext stringthatwill bewritteninto
thevolumeheaderof theimagewhich canbe usefulto determing]
whatapplicationsareonthe CD.
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Option Function

-V SetsaVolumelD — anamethatis assignedo it if theimageis
burned,andthediscis mountedn SolarisandWindows
ernvironments.

v Setsverboseexecution,whichis usefulfor viewing the statusof
theimageasit is beingmade.

X Excludesary directoryimmediatelyfollowing this option;this
optioncanberepeatedfor example,... -x /home/joe/@msh-x
/homeljoe/delete.).

Table11-1.mkisofs Options

11.3.2.2. Using cdrecord

Thecdrecord utility writesaudio,data,andmixed-modéacombinatiorof audio,video,and/ordata)
CD-ROM s usingoptionsto con gure several aspectf the write processjncluding speeddevice,
anddatasettings.

Tousecdrecord ,youmust rst establisithedevice addres®f your CD-R(W)device by runningthe
following commandasroot at a shellprompt:

cdrecord  -scanbus

This commandshaws all CD-R(W) devices on your computer It is importantto remembetthe de-
vice addres®f the device usedto write your CD. Thefollowing is an exampleoutputfrom running
cdrecord  -scanbus .

Cdrecord 1.8 (i686-pc-linux-gnu) Copyright  (C) 1995-2000 Jorg Schilling
Using libscg  version  ‘'schily-0.1'

scsibus0:

0,0,0 0) *

0,1,0 1) *

0,2,0 2) *

0,3,0 3) 'HP ' 'CD-Writer+ 9200 ' '1.0c' Removable CD-ROM
0,4,0 4) *

0,5,0 5) *

0,6,0 6) *

0,7,0 7 *

To write the backup le imagecreatedwith mkisofs  in the previous section switchto therootuser
andtypethefollowing atashellprompt:

cdrecord -v -eject speed=4 dev=0,3,0 backup.iso

Thecommandsetsthewrite speed4), thedevice addresg0,3,0),andsetswrite output(verbosd-v]),

which is usefulfor trackingthe statusof the write processThe -eject amgumentejectsthe CD-
ROM afterthewrite processs complete The samecommandcanalsobeusedfor burninglSOimage
les downloadedfrom theInternet,suchasRedHat EnterpriseLinux ISO images.

You canusecdrecord  to blank CD-RW discsfor reuseby typing the following:

cdrecord  --dev=0,3,0 --blank=fast
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11.4. Additional Resour ces

Thischapteibrie y coversseveralapplicationsReferto thefollowing resource$or moreinformation
abouttheapplicationsn this chapter

11.4.1. Installed Documentation

cdrecord manpage— Discussesiow to burn data,audioand mixed-modeCD-ROMs. Offers
all optionsand commandsn detail, including someexample commandsor commonCD-R(W)
burningtasks.

lusr/share/doc/cdrecord- version (where version is the versionof cdrecord
installedon your system)— Several documentationles areincludedwith generalusageand|li-
censingnformation.

mkisofs manpage— Comprehense detailof theutility, includingsomewarningsaboutcreating
certaintypesof ISO images.Offersall optionsandcommandsn detail, including someexample
commanddor creatingcommonlSOimage les.

lusr/share/doc/mkisofs- version (where version is the versionof mkisofs in-
stalledon your system)— Severaldocumentationles areincludedwith generausageandlicens-
ing information.

Jusr/share/doc/dvdrecord- version / (where version is the version of
dvdrecord installedon your system)— For userswho have DVD-R(+W) devices, this set of
documentatiorhelps you get started masteringDVD-ROMs for data backup and multimedia
presentation.

11.4.2. Useful Websites

http://freshmeat.net/pexts/cdremrd/ — The cdrecord  projectpageon Freshmeats regularly
updatedwith the nevestreleasesnevs, andusercommentary

http://wwwfreesoftvare.fsf.og/dvdrbols/ — The of cial website of the dvdrtools  project,
whichincludesthedvdrecord utility for writing DVD-R(+W) discs.



[ll. Troubleshooting Your System

If you ever run into problemsusingyour RedHat EnterpriseLinux system thereare stepsyou can
take andtools you canuseto recover from issuesthat get you backto usingyour systemnormally

From bootinginto rescuemodeto changinga forgottenpassverd, this part canshov you how to

troubleshoosereralcommonissueshatyou mayruninto in the courseof usingRedHat Enterprise
Linux.

Table of Contents
12. Frequently ASKEd QUESTIONS.........coiririeieriiriet ettt st st 107






E) redhat Chapter 12.
Frequentl y Asked Questions

This chapteranswerssomeof the most commonquestionsaboutusing Red Hat EnterpriseLinux
thatyou may askasyou becomemorefamiliar with it. Fromrecovering forgottenpassverdsto trou-
bleshootingpackagenstallationproblems this chapterguidesyou step-by-steghroughsomecom-
montasksto getyou onyour way.

12.1. Localhost Login and Password

| haveinstalled RedHat EnterpriseLinux. After rebooting | get a messge telling me it needsa
localhostlogin and passwod. Whatare these?

Unlessyou speci eda hostnaméor your computeror receved thatinformationfrom anetwork con-
nection,your RedHat EnterpriseLinux installationnamesyour machinéocalhost.localdomain
by default.

Whenyou getto thatinitial prompt, it is askingyou to log in to your system.If you createda user
accountwith theSetupAgent, you canlog in usingthatusernamandpassverd. If youdid notcreate
auseraccountthenyou canlog in asthe superuser alsoknown asroot . Theroot passverd is the
systempassword you assignediuringinstallation.

It is highly recommendethat you createat leastone useraccountfor regular useof your RedHat
EnterpriseLinux system.You cancreatea new userafterloggingin asroot with the User Manager
graphicakool ortheuseradd shellpromptutility. For moreinformation,referto Sectionl.6 Creating
a UserAccount

12.2. Error Messages During Installation of RPMs
Howdol installanRPMfroma CD or theInternet?l keepgettingan error messge whenl useRPM.

If you aregettinganerrormessagaimilarto failed to open /var/lib/rpm/packages.rpm ,
it is becausg/ou do not have properpermissiorto installRPM les.

Whenyou install software,you areoftenrequiredto make system-widechangesvhich only rootcan
malke, suchas creatingnew directoriesoutsideof your homedirectory or makingchangego your
systemcon guration. If you areusingyour normaluseraccountyou do nothave permissiorto make
suchchangedy default.

You needto betherootuserto installRPM les. At ashellprompt,switchto therootuserby running
thefollowing command:

su -

After enteringthe root passwrd when prompted,you shouldthen be ableto install the RPM le
without further errors.For more information aboutusing RPM and Package Management Tool,
referto the RedHat EnterpriseLinux SystemAdministation Guideon the RedHat EnterpriseLinux
DocumentatiorCD or onlineat http://wwwredhat.com/docs/.

12.3. Starting Applications

| installedan applicationl downloadedromthe Internet,andeverythingseemedo go ne, but | still
get command not found whenl typeits name | think I havethe right name so why doesit not
start?
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If you are trying to start an application from the shell prompt and it is not working, try
typing out the full directory path before the name of the applications executable (such as
/ustr/local/bin/my-executable ).

For example,imaginethatyou have downloadedhesetiathome  clientapplicationandwantto try
it out. Youfollow thedirectionsfor installingthe software,which creates subdirectoryin yourhome
directorycalledseti/ . Now, startthe applicationusingthe full pathto theexecutablele asshawvn
belaw:

/home/joe/set il seti at home

The reasonyou may needto type the full pathnamesn orderto startan applicationis becausehe
executablewasnot placedin a directorywhereyour usershell ervironmentknew it could be found
(suchasl/usr/local/bin ).

You can customizeyour settingsso that you are not requiredto usethe type the full pathto the
applicationeachtime. To dothis, you mustedit your PATH environmentvariable.

12.3.1. Editing Your PATH

If you frequently start programsthat are not locatedin a directory that your user shell hasbeen
con guredto searchyou mustedit your usershell con guration le to addthe directorycontaining
the executableyou wish to run. You cando this by addingthe directoryto your PATH ervironment
variable.

@Caution

These instructions are intended only for user accounts. Avoid modifying les such as the root user's
.bash_profile , because of the potential security risks.

Startatext editor suchasgeditorvi , atashellprompt.You canopenthe le called.bash_profile
by typing thefollowing:

gedit .bash_profile

Look for a PATH statementsimilar to theoneshavn belaw.
PATH=$PATH:$HOME/ bi n: /us r/ lo cal/ bi n:

To theendof this statementadd$HOME/seti asshavn below:
PATH=$PATH:$HOME/ bi n: /us r/ lo cal/ bi n/ :$ HOMHs et i:

Savethe le andexit thetext editor

You canthenmalke the changego .bash_profile take effectimmediatelyby typing thefollowing
command:

source .bash_profile

By addingpathsto your .bash_profile , you canplaceutilities andprogramsn your pathandbe
ableto executethemwithout having to type ./ in front of thecommand.
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@,

For more information about using and con gur ing your shell prompt refer to Chapter 3 Shell Prompt
Basics.

12.4. Accessing a Windows Partition

I havea dual-bootsystemwith RedHat EnterpriseLinux and Windows98. Is there a way to access
myWndowspartition while | amrunningLinux?

You canaccessnotherpartition on your system(for example,a Windows partition),in two different
ways.

Youshould rst determinevhereyour Windows partitionis locatedby determiningvhatphysicalhard
disk your Windows partitionis locatedin (suchasthe primary masterDE drive or thethe rst SCSI
drive). To nd thisinformation,you canusetheHardware Browser, whichlists detailedinformation
aboutthe hardvarein your RedHat EnterpriseLinux system.

To startthe Hardware Browser, chooseMain Menu => SystemTools => Hardware Browser.
Figure12-1shavs Hardware Browser in action.

Figure 12-1.Hardware Browser hard disk device listing

SelectHard Drives from the paneland nd your Windows partition from the Disk Information
displayed Windows partitionsnormallyusethe FAT or FAT32 le systentype.This le systentype
canbe mountedand readwithin Linux; however, if your Windows partition usesNTFS, thenyou
cannotmountandreadfrom it asRedHat Enterprise_inux doesnot supportNTFS le systemsNote
theDevice informationfor your Windows partition,asthis is thedevice thatyou mountto accesyour
Windows data.

Onceyou have determinedvhereyour Windows partitionis locatedon your harddrive, log in asroot
(typesu andthenentertheroot passverd) ata shellprompt.

Createa directoryin which the Windows partitionis mountedby typing the following commandFor
example:

mkdir  /mnt/windows
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Beforeyou canaccesshe partition,you mustmountit in the directoryyou just createdAs root, type
thefollowing commandata shellprompt(where/dev/ndal is theWindows partitionyou foundvia
Hardware Browser):

mount -t vfat /dev/hdal /mnt/windows

You maythenlogoutof root usermodeandaccessyour Windows databy changingnto themounted
Windows partition:

cd /mnt/windows

To automaticallymounta Windows partition every time you boot your Red Hat EnterpriseLinux
system,you must modify the /etc/fstab le, which con guresall le systemsanddisk device
mountingoptions.

At ashellprompt,su - toroot, following the abore example.
Next, openthe/etc/fstab in atext editorby typing (for example):

gedit /etc/fstab

Add the following on a new line (replacing/dev/hdal  with the Windows partition you found via
Hardware Browser):

/dev/ihdal /mnt/windows  vfat auto,umask=0 0 O

Savethe le andexit yourtext editor

The next time the systemis rebooted the /etc/fstab le is read,andthe Windows patrtition is
automaticallymountedin the directory /mnt/windows . To accesghe partition at a shell prompt,
typethecommand:d /mnt/windows . To navigatethroughdirectoriesor les with spacessurround
thenameof thedirectoryor le with quotationmarks,asinls "Program Files"

12.5. Finding Commands Quickly

| waslookingat a manpage yesteday, but| cannotremembethe nameofthecommand wasreading
about,and| did notwrite it down.Howdo | getthemanpage bad?

Thecommandyou usedis storedin a le called.bash_history . By default, this le recordshelast
500commandgou typedatthe shellprompt.

You canglimpsethehistoryof yourcommand®y typinghistory  attheshellprompt,but theresults
aredisplayedoo quickly for you to readevery line.

Anotherway to view .bash_history is with a utility suchasless Typeless .bash_history
at the shell promptandthe resultswill displayonepageat a time. To move forward a screenpress
the[Space]bar;to move backa screenpressthe[b] key, andto quit, presqq].

Pagingthrough.bash_history to nd a commandcanbe tedious.Alternatively, you cansearch
throughthe le for keywordsusinggrep , apowerful searchutility.

Say you were readingthe man pagethe day before,but cannotrecall its name.To searchfor the
commandtype:
history | grep man

All thecommandgyou typedwhich have theword manin themarenow highlighted.

Therearemary waysto useyour commanchistory For othertips andtricks, seeSection12.6Tipson
UsingCommandHistory.
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12.6. Tips on Using Command Histor y
Whatare someotherwaysl canusecommancdhistory?

If youtypehistory , anumberedist scrollsby very quickly, shawving you the previous 500 com-
mandsyou have used.

You probablydo not needto seeall of thelast500commandssothecommanchistory 20 might
beuseful. Thisway, only theprevious20 commandgyoutypedaredisplayedyou canuseary quantity
asanargumentof thehistory  command).

12.6.1. Other Shor tcuts
Hereareothercommancdhistory shortcutsvhich maybe usefulto you:

- "Bang,bang":Typing!! (called"bangbang")executeghelastcommandn the history

« "Bangnumber ": Typing! number (asin 1302 ) executegthe commandwvhichis numbered302in
thehistory le.

- "Bangstring ": Typing! string (asin Irpm ) executesa commandvith themostrecentmatch-
ing stringfrom the history le.

- [Up arrawv] and[down arrown]: At the shell or GUI terminal prompt, you can pressthe up arrov
to move backthroughprevious commandsn your history list (the dovn arrov moves you for-
ward throughthe commands)ntil you nd the commandyou want. PresgEnter] to executethe
commandjustasif you hadtypedit onthecommandine.

12.7. Keep Is Output from Scrolling

Whenger | typels | canbarely seethe outputof thedirectorybecauset scolls by too quidkly. How
canl actuallyreadtheoutput?

To preventthe outputof Is from scrolling by too quickly, pipethe outputto a utility suchasless or
more. You arethenableto seethe outputonescreeratattime.

To readthecontentf /etc  with less , typethefollowing commandat the shellprompt:
Is -al Jetc | less

To move forwarda screenpresgSpace]bar; to move backa screenpressthe [b] key; to quit, press
[al.

You canachie/e the sameresultswith more, anothempagingutility.

12.7.1. Printing Is Output

You canalsoprint directorylistings by piping the outputto a printerin the sameway thatyou piped
the outputto your screenlf you have con gured a printer, type the following to pipe the outputof a
commando theprinter:

Is -al fletc | Ipr
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12.8. Forgotten Password
Help! | forgotmyrootpasswod. Howdo| log in now?
You canlog in usingsingle-usemodeandcreatea new root passverd.

To entersingle-usemode,rebootyour computer|f you usethe default bootloader GRUB, you can
entersingleusermodeby performingthefollowing:

1. At thebootloadermenu,usethe arrav keys to highlight the installationyou wantto edit and
type[A] to enterinto append mode.

2. You arepresenteavith a promptthatlookssimilar to thefollowing:
grub append> ro root=LABEL=/

3. Presghe Spacebaonceto adda blankspacethenaddtheword single  to tell GRUB to boot
into single-usetinux mode.Theresultshouldlook like the following:
ro root=LABEL=/ single

4. PresgEnter] and GRUB will bootsingle-uselLinux mode.After it nishes loading,you will
be presenteavith a shellpromptsimilar to the following:
sh-2.05b#

5. You cannow changetheroot passverd by typing
passwd root

Youwill beasledto re-typethe password for veri cation. Onceyou are nished, the passverd
will be changedYou canthenrebootby typing reboot at the prompt;thenyou canlog in to
rootasyou normallywould.

12.9. Password Maintenance
| forgotor wantto change myuseraccountpasswod.
Opena shellpromptandtypethefollowing:

passwd username

Replaceausername with your normalusername.

Thepasswd commandwill thenaskfor the new passwerd, which you will needto entertwice. You
cannow usethenew passwerd to log in to your useraccount.

12.10. Changing Login from Console to X at Startup
Howdo | change mylogin fromthe consoleto thegraphicalscreen?

Insteadof loggingin to your systemat the consoleandtyping the startx ~ commando startthe X
Window Systemyou cancon gure your systemsothatyou canlog in directly to X.

You musteditone le, /etc/inittab , by changingjust onenumberin therunlevel section.When
you are nished, rebootthe computer The next time you log in, you will have a graphicallogin
prompt.

Openashellprompt.If you arein your user(home)accountchangeo theroot userby usingthe su
command:

su -

Now, type gedit /etc/inittab to edit the le with gedit. The le /etc/inittab will open.
Within the rst screenyouwill seeasectionof the le whichlookslike this:
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# Default  runlevel. The runlevels used by RHS are:

# 0 - halt (Do NOT set initdefault to this)

# 1 - Single user mode

# 2 - Multiuser, without  NFS (The same as 3, if you do not have networking)
# 3 - Full  multiuser mode

# 4 - unused

# 5 - X11

# 6 - reboot (Do NOT set initdefault to this)

#

id:3:initdefa ul t:

To changefrom a consoleto a graphical login, you should changethe numberin the line
id:3:initdefault: froma3toas.

&Warning

Change only the number of the default runlevel from 3 to 5.

Your changedine shouldlook like the following:
id:5:initdefa ul t:

Whenyou aresatis edwith your changesave andexit the le usingthe[Ctrl]-[x] keys. Youwill see
amessageelling you thatthe le hasbeenmodi ed, andaskingyou to con rm your changeType
[Y] for yes.

Now, your next login afterrebootwill befrom thegraphicalscreen.
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IV. Appendix

Thispartcontainssupplementahformationandinstructionthatyoumay nd usefulduringthecourse
of your RedHat EnterpriseLinux usage Perhaps/ou wantto usethe KDE graphicaldesktopenvi-

ronment,or learn more aboutcon guring your systemto sendand receve encryptedemail. This
sectionshavs you time-saing keyboardshortcutsdiscusseshe RedHat EnterpriseLinux directory
structureandmore.
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KDE: The K Desktop Environment

A.l. Introducing KDE

The K DesktopEnvironment(KDE) is a graphicaldesktopthat usescommongraphicalobjectssuch
asicons,windows, menusandpanels;jt allows you to accessour RedHat Enterpriselinux system
andapplicationsusingyour mouseandkeyboard.

Thisappendixcoversthebasicf usingKDE: systemrmavigation,workingwith les andapplications,
andcustomizingthedesktopto suityour needs.

If youwould like to learnmoreaboutKDE, visit theof cial websiteat http://wwwkde.og.

A.2. Finding Help

You canaccess comprehense setof documentatiomboutkKDE throughthe HelpCenter.

Figure A-1. The HelpCenter

YoucanaccessheHelpCenter from theMain Menu by selectingHelp. To accessielpCenter from
thedesktopright-click on the desktopandselectthe Help => K DesktopHandbook.

The openingscreenof the HelpCenter brovser appeardike Figure A-1. From this main page,you
canview help documentatioron topicssuchasusingandcon guring the desktopworking with the
mary applicationsncludedwith KDE, andworking with the Konquerer le manager

A.3. Using The Desktop
Onceyou startKDE, your default desktopookssimilar to FigureA-2.
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Figure A-2. A Typical KDE Desktop

TheKDE desktopdisplaysapplicationlaunchersdocumentvindows, le folders,andsoon.Youcan
alsoaccesshemainmenuandcon gure the desktopto suityour needs.

Thelong baracrosghebottomof the desktopis the panel The panelcontainsapplicationlaunchers,
statusindicators,andthe desktopmanagerYou canhave up to 16 desktopsunningat the sametime
in KDE. Thepaneltaskbarshavs your currentlyrunningapplications.

Iconslocatedon the desktopcanbe les, folders,device links, or applicationlaunchersClick onan
iconto opentheassociatedesource.

The KDE desktopworks similarly to othergraphicaldesktopervironments.You candraganddrop

les andapplicationiconsto ary locationon the desktop.You canalsoadd new iconsfor all types
of applicationsandresourceso the desktop panel,or le managerThe desktopitself is alsohighly

customizableYou canchangethe appearancef buttons,windov andframedecorationsandback-
grounds.Con guration tools are also available which allow you to customizethe way the desktop
behaesat eventssuchassingle-anddouble-clickingmousebuttonsandchordingkeystrokesto cre-

atetime-saing shortcuts.

The default KDE desktopdisplaysiconsfor the trashcan,your homedirectory the Start Here icon
for applicationsandcon gurationtools,andadisketteicon. Youcanaccessry oneof theseresources
by double-clickingon the associatedton.

Whenyou right-click on theseicons,you seeseveral optionsfor working with theseresourcessuch
asDelete Rename Move to Trash, andCopy.

You candraganddropunwanteditemssuchas les younolongerneedto the Trash icon. Right-click
onthetrashcanandselectEmpty Trash Bin to deletetheitemsfrom your systempermanently

A.4. Using The Panel

The panelstretchesacrossghe bottomof the desktop By default, it containsthe main menuicon and
quick-launchiconsfor startinga Web brovser email client, word processqrand other commonly
usedapplications.
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Figure A-3. The Panel

The panelis highly con gurable. You canadd and remove buttonsthat launchapplicationseasily
Right-click on the panelandselectCon gur e Panel to openthe panelSettings You cancon gure
panelorientationandsize,seta panelhiding con guration (wherethe panelremainshiddenuntil you
hoveroverthepanelarea) andcustomizeyour mainmenu.Click Help atary timeto learnmoreabout
con guring your panel.

Figure A-4. Panel Settings

Othertabsin Settingscontainoptionsto furthercustomizeyour panelandtaskbar Click on Help for
moreinformationon theseoptions.

Applicationsandutilities canbeaddedeasilyto thepanel.To addanapplicationlaunchetto thepanel,
right-click onthepanelandchooseAdd. ThenselectApplication Button andmake your choicefrom
themenus.

A.4.1. Using The Main Menu

TheMain Menu® is thecentralpointfor usingKDE. Clicking ontheMain Menu icononthepanel
displaysalargemastemenufrom whichyou canperformtaskssuchaslaunchapplications,nd les,
andcon gure yourdesktopThemainmenualsocontainsseveralsubmenushatorganizeapplications
andtoolsinto several catgories,including Graphics, Inter net, Of ce, Games andmore.

Fromthe Main Menu, you canlock your screenwhich displaysa passverd-protectedscreenseer.
You canalsorun applicationdrom a commandine aswell aslogoutof your KDE session.

A.4.2. Using Applets

Appletsare small applicationsthat run on the panel. Thereare several typesof appletsperforming
functionssuchas systemmonitoring, time and datedisplay and launchingapplicationsby typing
commandsn atext box.

Therearesomeappletsthatrun onthe panelby default. This sectioncoversthemin detail.
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A.4.2.1. Working with Multiple Desktops

By default, KDE provides four desktopsthat you canuseto display multiple applicationswithout
having to crowd all of themontoonedesktop Eachdesktopcanholdicons,openapplicationsandbe
individually customized.

For example,while you arewriting a messagén Evolution on desktopone,you canhave Mozilla
browsingtheWebon desktopwo, theOpenOf ce.org Writer word processoopenondesktopghree,
andsoon.

You canchangethe numberandnamesof desktopsvailablein KDE by makingtheseadjustments:

1. Right-click on the desktop:a brief menuof actionsis displayed.
2. SelectCon gur e Desktop the KDE desktopcon gurationtool is displayed.
3. Click the Multiple Desktopsicon (seeFigureA-5).

Figure A-5. Virtual DesktopCon guration

You canchangehenamef your desktopgfrom Desktop 1, Desktop2, etc.)by deletingthedefault
namesandtyping a nev namein eachdesktops correspondingext box.

You canalsochangethe numberof desktopsavailableto you by adjustingthe sliderin the Number
of Desktops For moredesktopsdragthebarto theright; for fewer desktopsdragthe barto theleft.

The Appearance Behavior, and Paths, and Background icons are whereyou can make various
desktopcon gurationchangeskor example to customizeeachvirtual desktopto have differentback-
groundsclick the Backgroundcon, uncheckthe Common Background checkboxclick thevirtual
desktopyouwantto changeandchoosehecolor orimageyou wantto make your backgroundising
theassociatedabs.
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Figure A-6. DesktopBackground Con guration
After youmale ary adjustmentso your desktopcon guration,click Apply to save thechangesClick
OK to closethedesktopcon gurationtool.

Buttonsfor your desktopsappearon the panelin the Desktop Pager. Click on a tile to move to a
differentdesktop.

©-

You can use the keyboard combination of the [Ctrl] and Function keys to switch desktops. For exam-
ple, [Ctrl]-[F2] switches to desktop two, [Ctrl]-[F3] takes you to desktop three, and so on.

A.4.2.2. Viewing The Taskbar
Thetaskbarisplaysall runningapplicationspoth minimizedanddisplayedpn all desktops.

Figure A-7. Applications on the Taskbar

You canmaximizerunningapplicationsor bring themto thefront of yourworking windows by click-
ing ontheassociatedtem on thetaskbar

©-

Another way to bring minimized or background windows to the front is to use the [Alt] and [Tab] keys.
To pick an item from the taskbar, hold down both the [Alt]-[Tab] key. To scroll through the tasks, hold
down the [Alt] key, while tapping the [Tab] key. When you have found the task you want to maximize
and bring to the front, release both keys and the application appears on the desktop.
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A.4.3. Adding Icons and Applets to the Panel

To furthercustomizethe panelfor your particularneedsyou canincludeadditionallaunchericonsto
startapplicationswvithout usingthemainmenuor Start Here.

To addanew launchetto the panel right-click the panelandchooseAdd => Application Button and
choosedheapplicationor resourceyouwishto addto thepanel.Thisautomaticallyaddsanicononthe
panel.Youcanmove theicon arywhereyouwanton thepanelby right-clicking theiconandchoosing
Move Application Button, whereApplication is thenameof theapplicationassociategvith
theicon.

A.4.4. Con guring the KDE Panel

You canhide the panelautomaticallyor manually placeit on ary edgeof your desktop,changeits
sizeandcolor, andchangeheway it behaes.To alterthedefault panelsettingsright-click the panel
andchooseCon gur e Panel. The Settingswindow appearsallowing youto adjustall panelsettings,
or ary oneof thespeci ¢ propertiegArrangement, Hiding, Menus, andsoon). ChoosetheHiding
tab, click Hide automatically, andadjustthe numberof secondso elapsebeforethe panelis hidden.
Click Apply thenOK to closethe Settingsdialog. The panelremainshiddenuntil you hover over the
panelareato male it reappear

A.5. Managing Files

Konqueror is the le managemlanda Web browvserfor the KDE desktop.Konqgueror allows you to
con gure your KDE desktopcon gure your RedHat EnterpriseLinux systemplay multimedia les,
browsedigital imagessurfthe Web,andmorefrom oneinterface.This sectionexplainssomeof the
waysKonqueror canhelpyouwork with andenjoy your RedHat EnterpriseLinux system.

To startKonqueror for le managementlick onyourhomedirectoryicon .

Konqueror opensup in a windov on your desktop,allowing you to navigate throughyour home
directoryandthroughoutyour RedHat EnterpriseLinux le systemAfter exploring, you canreturn
to your homedirectoryby clicking the Home buttonon thetoolbar

Figure A-8. The Konqueror File Manager



Appendix A. KDE: The K DesktopEnvironment 123

You cannavigatethroughthe le systemby clicking on folderswithin the main window frameor
throughthe hierarchicalle systemviewer onthenavigationpanelasshavn in FigureA-8. Filesand
foldersin themainwindow framecanbe moved or copiedto anotherfolder or sentto thetrash.You
canalsodelete les andfoldersby right-clicking ontheitem andchoosingDelete

Konqueror alsodisplaysthumbnailiconsfor text, imagesPostScript/PDHes, andWeb les. It can
alsopreview soundsrom digital audio les.

A.5.1. The Navigation Panel

Anotherusefulfeatureof Konqueror is the navigationpanel This panelappearon theleft sideof
the Konqueror le browserwindow by default. The navigation panelmakes mary of your sytem
resourcesvailableto youin corvenienttabbedcons.FigureA-9 shavs the navigationpanel.

Figure A-9. Working with the Navigation Panel

The navigation panelletsyou accesyour Webbookmarksprowsing history network resources)e
systemandhasabuilt-in mediaplayerfor playingmultimedia les withouthaving to openaseparate
application.ThenavigationpanelmakesKonqueror anef cient solutionfor usersvhowantfastand
easyaccesdo all of their les andinformation.

A.6. Browsing the Web with Konquer or

Konqueror notonly allows you to browseyour local andnetwork le systembut with component
technologyusedthroughoutKDE, Konqueror is alsoafull featuredWebbrowser whichyoucanuse
to explorethe World Wide Weh

To launchKonqueror chooseMain Menu => Inter net => Mor e Inter net Applications => Kon-
queror Web Browser.
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Figure A-10. Welcometo Konqueror
To begin your Websessionentera URL in theLocation eld. For example:

http://www.redhat.com

PresgEnter] to connectto the webpageYou cannavigate the webpageausingyour mouseandkey-
board.To scroll up anddown a webpageclick the the scroll bar on the right side of the browser
window asyou dragthe mouseup anddown. You canalsopressthe arrav keys on your keyboardto
move up anddown thewebpage.

If youwantto loadary new contenton thewebpageclick the Refreshbuttonon thetoolbaror press
[F5], which reloadsthe pagealongwith ary nen contentavailable.

To stopa pagefrom loading,click the Stop buttonon thetoolbaror presgEsc].

To move backto a previously loadedwebpageor mave forward to a recentlyloadedpage,click the
Back andForward buttonsor presqAlt] andtheleft or right arrow key to move backwardor forward
onewebpagerespectiely.

Konqueror alsoallows you to load multiple pageswithin onebrowserwindow, alleviating the need
to have multiple browserwindows openatthesametime. Konqueror usegabsto accomplisHoading
multiple pagesn onewindow. To openallink in anew tab, right-click thelink andchooseOpenin
New Tab (or Openin Background Tab if youwantto keepyour currenttabontop). Thetabsappear
with the headerof the webpagelisplayedfor easyreferenceClick the tab of the webpageyou want
to display To closeatab, right-click onthetabandchooseClose Tab from the menu.

For additionalinformationon usingKongueror, click on Help (on thetop menupanel)andthenon
Konqueror Handbook.
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Figure A-11. The KonquerorHandbook

A.7. Using Konquer or to View Images

YoucanalsousetheKonqueror le manageto view imageslf youchoseKDE asyourdefaultdesk-

top ervironment,click on your homedirectorydesktopicon to accesshe Konqueror le manager:
3 I

Using Konqueror asanimagebrowvserworks similarly to Nautilus (seeChapterl0 Working with
Imagesfor moreinformation).Image les automaticallygeneratehumbnailimageiconsfor you to
preview within the le browserwindon. Whenyou double-clickon a thumbnailicon, the browser
displaystheimagein its native size,asshavn in FigureA-12.

Figure A-12. Viewing an Image in Konqueror
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To zoomin andout of animage,you rst needto changethe way Konqueror rendersthe image.
Fromthewindov menu,chooseView => View Mode => Image Viewer Part. This re-displayshe
imageandallow you to rotateandzoomin on theimageusingthe two magnifyingglassiconsor the
magni cation percentagerop-davn menuon thetoolbar asshavn in FigureA-13.

Figure A-13. Image viewing con guration on the Konqueror Toolbar

You canalsoopentheimagewith moreadvancedmageviewers,aswell aswith The GIMP . Right-
click ontheimage,chooseéOpenWith..., thenOther.... A pop-upmenuappearsllowing youto open
the applicationyou wish to use.To launchthe GIMP , chooseGraphics andscroll down the list of
applicationsClick onthe GIMP iconandclick OK, asseenin FigureA-14.

Figure A-14. The Open With... Dialog Box

A.8. KMail

KMail is anemailtool for KDE. It hasanintuitive graphicalinterfacesimilarto Evolution thatallows
you to sendandreceve emailusinga graphicalinterface.To openKMail , click onthe Main Menu
=> Inter net => Mor e Inter net Applications => KMail .

Beforeyou canreally useKMail , you mustcon gure it soit cansendandreceve mail. To run the
con gurationtool, selectSettingsfrom the KMail toolbar andclick on Con gur e KMail .

The Con gur e Mail Client window consistsof the following sections:ldentities, Network, Ap-
pearance Composer, Security, and Folders. To begin sendingandreceving messagesyou have
to changethe settingsin the Identities and Network tabs.Have your emailinformationfrom your
serviceprovider or administratohandysothatyoucan Il in therequiredinformationto begin using
KMail . For additionalinformation,referto the KMail usermanual(Help => KMail Handbook) or
visit KMail 's homepaget http://kmail.kde.ay.
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Figure A-15. KMail Main Screen

Onceyou have youremailsettingscon gured,you canbegin sendingandreceving email. Thefolders
ontheleft sideof the KMalil screerallow youto view emailsyou have receved, emailsreadyto be
sent,emailsyou have sent,andmore.

To composeamail, click onthenev messagéconin thetool bar:

Figure A-16. KMail New Email MessageScreen
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Onceyou have composed messagandenterecan emailaddresso sendtheemailto, click Sendin

thetoolbar: .

A.9. Customizing KDE

KDE allows you to con gure the desktopandyour systemto suit your needs.The KDE Control
Center, available by selectingMain Menu => Control Center, lets you customizethe look and
behaior of the desktop Thefollowing list explainssomeof the con gurationoptionsin detail.

KDE Components

Thissectionletsyoucon guretheKonqueror le manageandcustomizecertainle operations.
You canalsoassociateles to applicationsthat you prefer (for example,assigningall digital
music les to openin XMMS insteadof the default player).

Appearance& Themes

This sectionsallows you to customizethe visual aspecof your desktopenvironment.You can
customizebackgroundmagesandcon gure fonts,themesjcons,panelelementsscreenseers,
andwindow borderappearancel/ou canalsocustomizenouseandkeyboardeventswhichmales
working with thedesktopasef cient for your needsaspossible.

Regional& Accessibility

This sectionallows you to setcountryandlanguageoptionsto your particularlocale.For users
with sightor hearingimpairmentsyou canalsocon gure accessibilityfeaturessuchasaudible
andvisual cuesandkeyboard/mouseustomization.

SystemAdministration

This sectionis an adwancedsystemcon guration interface. You needyour root passverd to
con gure mostof theseoptions.This sectionallows you to install nev fonts, con gure login
managemengetsystenrpathsandmore.lt is stronglyrecommendethatyouleave thesesettings
attheir default valuesunlessyou understandhe consequences changinghem.

Web Browsing

This sectionallows you to con gure the Konqueror Web browvser You cancon gure options
suchascachesizeswebsitecookies plugins,proxy settingg(if available),andenhancedrows-
ing usingkeyword shortcuts.

A.10. Logging Out of KDE

Therearetwo waysto log out of your KDE sessionFrom the Main Menu, selectLogout User ,
whereUser is your accountusernameTo log out from the desktop right-click on the desktopand,
from the menu,selectLogout User whereUser is your accountusernameln either caseclick
Logout andyour sessiorends.

Figure A-17. KDE Logout Screen
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Have you ever wonderedf your email canbereadduringits transmissiorfrom you to otherpeople,
or from otherpeopleto you? Unfortunately completestrangersould concevably interceptor even
tamperwith your email.

In traditional (alsoknown as"snail") mail, lettersareusually sealedwithin envelopes,stampedand
deliveredfrom postof ce branchto branchuntil they reachtheirdestinationBut sendingmail through
thelnternetis muchlesssecurepmailis usuallytransmittecasunencryptedext from senerto sener.
No specialstepsaretakento protectyour correspondencieom beingseenor tamperedvith by other
people.

To help you protectyour privac/, Red Hat EnterpriseLinux 3 includesGnuPG,the GNU Privacy
Guard, which is installedby default during atypical RedHat EnterpriseLinux installation.lt is also
referredto asGPG.

GnuPGis atool for securecommunicationjt is a completeandfree replacementor the encryption
technologyof PGP(PrettyGoodPrivagy, awidely popularencryptiorapplication) UsingGnuPG you

canencryptyour dataand correspondencaswell asauthenticate/our correspondenchy digitally

signingyour work. GnuPGis alsocapableof decryptingandverifying PGP5 X .

BecausésnuPGis compatiblewith otherencryptionstandardsyour securecorrespondencis proba-
bly compatiblewith emailapplicationson otheroperatingsystemssuchasWindows andMacintosh.

GnuPGusespublic key cryptagraphy to provide userswith a secureexchangeof data.In a public
key cryptographyschemeyou generatawo keys: a public key anda privatekey. You exchangeyour
public key with correspondentsr with a keysener; you shouldnever reveal your privatekey.

Encryptiondependsiponthe useof keys. In conventionalor symmetriccryptographyboth endsof
thetransactiorhave the samekey, whichthey useto decodeeachothers transmissiondn public key
cryptographytwo keys co-exist: a public key anda private key. A personor an organizationkeeps
their privatekey asecretandpublishegheir publickey. Dataencodedvith thepublickey canonly be
decodedvith the privatekey; dataencodedwith the privatekey canonly be decodedvith the public

key.

Important

Remember that your public key can be given to anyone with whom you want to communicate securely,
but you must never give away your private key.

For the mostpart, cryptographyis beyond the scopeof this publication;volumeshave beenwritten
aboutthe subject.In this chapterhowever, we hopeyou gainenoughunderstandingboutGnuPGto
begin usingcryptographyin your own correspondencéf. you wantto learnmoreaboutGnuPG PGP
andencryptiontechnologyseeSectionB.8 AdditionalResouces

B.1. Con guration File

The rst time you run a GnuPGcommanda .gnupg directoryis createdin your homedirectory
Starting with version 1.2, the con guration lename has change from .gnupg/options to
.gnupg/gpg.conf . If .gnupg/gpg.conf is not foundin your homedirectory .gnupg/options

is used.If you only useversionl.2or higher it is recommendethatyou renameyour con guration
le with thefollowing command:
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mv ~/.gnupg/options ~/.gnupg/gpg.conf

If you areupgradingfrom a versionprior to 1.0.7,you cancreatesignaturecachesn your keyring to
decreas¢hekeyring accessime. To performthis operation executethe following commandonce:

gpg --rebuild-keydb-caches

B.2. Warning Messages

WhenexecutingGnuPGcommandsyou may seethefollowing message:

gpg: Warning: using insecure  memory!

Thiswarningis becaus@on-rootuserscannotlock memorypageslf userscouldlock memorypages,

they could perform out-of-memoryDenial of Service(DoS) attacks;thus, it is a possiblesecurity
problem.For details,referto http://wwwgnupg.og/(en)/documention/fags.htniq6.1.

You mightalsoseethefollowing message:

gpg: WARNING: unsafe permissions on configuration file  “/home/ username /.gnupg/ gpg. conf"
This messages shawvn if the le permissionf your con guration le allows othersto readit. If
you seethis warning, it is recommendethatyou executethe following commando changethe le
permissions:

chmod 600 ~/.gnupg/gpg.conf

Anothercommonwarningmessagess asfollows:

gpg: WARNING: unsafe enclosing directory permissions on configuration file
"Ihome/ username /.gnupg/g pg.c onf "

Thismessagés shavn if the le permission®f thedirectorythatcontainghecon guration le allows
othersto readits contentslf you seethis warning,it is recommendethatyou executethe following
commando changehe le permissions:

chmod 700 ~/.gnupg

If you upgradedrom a previousversionof GnuPG you might seethe message:

gpg: /home/ username /. gnupg/g pg.c onf: 82: deprecated option "honor-http-pr oxy'
gpg: please use "keyserver-opt io ns honor-http-pr oxy" instead

Thiswarningis becausegour ~/.gnupg/gpg.conf le containgheline:
honor-http-pr oxy
Versionl.0.7andhigherprefersa differentsyntax.Changetheline to thefollowing:

keyserver-opt  io ns honor-http-pro Xy

B.3. Generating a Keypair
To begin usingGnuPG youmust rst generateanew keypair: a public key anda private key.
To generate keypair, ata shellprompt,typethefollowing command:



Appendix B. Getting Started with Gnu Privacy Guard 131

gpg --gen-key

Sinceyou work with your useraccountmostfrequently you shouldperformthis actionwhile logged
in to your useraccountnotasroot).

You seean introductoryscreenwith key options,including onerecommendedption (the default),
similarto thefollowing:

gpg (GnuPG) 1.2.1; Copyright (C) 2002 Free Software Foundation, Inc.
This program comes with ABSOLUTELYNO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file  COPYINGfor details.

Please select what kind of key you want:
(1) DSA and ElGamal (default)
(2) DSA (sign only)
(5) RSA (sign only)

Your selection?

Mostof thescreensvhichrequireyouto chooseanoptionlists thedefault option,within parentheses.
You canaccepthedefault optionsby pressindEnter].

In the rst screenyou shouldaccepthedefaultoption:(1) DSA and ElGamal . Thisoptionallows
youto createadigital signatureandencrypt(anddecrypt)with two typesof technologiesType 1l and
thenpresqEnter].

Next, choosethe key size,or how long the key shouldbe. Generally the longerthe key, the more
resistantigainstattacksyour messageare. The default size,1024bits, shouldbe sufciently strong
for mostuserssopresqEnter].

The next optionasksyou to specifyhow long you wantyour key to be valid. Usually the default (0

= key does not expire )is ne. If youdochooseanexpirationdate,remembethatarnyonewith

whomyou exchangedyour public key alsohave to beinformedof its expirationandsuppliedwith a
new publickey. If you do notchooseanexpirationdate thenyou areaskedto con rm your decision.
Presdy] to con rm yourdecision.

Your next taskis to provide auserlD thatconsistof your name your emailaddressandanoptional
commentWhenyou are nished, you arepresenteavith asummaryof theinformationyou entered.

Onceyou acceptyour choicesyou mustentera passphrase.

@

Like your account passwords, a good passphrase is essential for optimal security in GnuPG. For
example, mix your passphrase with uppercase and lowercase letters, use numbers, or punctuation
marks.

Onceyou enterand verify your passphrasejour keys are generatedand a messagesimilar to the
following is displayed:

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.
B e T o R

B s B e L
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Whentheactvity onthescreenceasesyour new keys aremadeandplacedin the directory.gnupg
in your homedirectory To list your keys, usethe command:

gpg --list-keys
Youwill seesomethingsimilarto thefollowing:

/home/ usernam e/ .g nupg/pu brin g. gpg
pub  1024D/B7085C8A 2000-06-18 Your Name you@example.c om
sub  1024g/E12AF9C4 2000-06-18

If you createda GnuPGkey with version1.0.6or lower, exportedyour private key, andimportedit
into a new one,you have to explicitly trustyour own key to signitemswith version1.0.7or higher
To trustyour key, typethefollowing commandreplace user-id ):

gpg --edit-key user-id

At theCommand>prompttypetrust andselects = | trust ultimately  totrustyourown key.

B.4. Generating a Revocation Certi cate

Onceyou have createdyour keypair, you shouldcreatea revocationcerti cate for your public key. If
you forgetyour passphraser if it hasbeencompromisedyou canpublishthis certi cate to inform
usergthatyour public key shouldno longerbeused.

; Note

When you generate a revocation certi cate , you are not revoking the key you just created. Instead,
you are giving yourself a safe way to revoke your key from public use in case you forget your
passphrase, switch ISPs (addresses), or suffer a hard drive crash. The revocation certi cate can
then be used to disqualify your public key.

Your signaturess valid to otherswho readyour correspondencieforeyour key is revoked, andyou
areableto decryptmessagegeceved prior to its revocation.To generate revocationcerti cate, use
the--gen-revoke  option:

gpg --output revoke.asc  --gen-revoke you@example.co m

Notethatif youomitthe--output  revoke.asc optionfrom theabore, yourrevocationcerti cate
is returnedto the standardbutput,which is your monitor screen While you cancopy andpastethe
contentsof the outputinto a le of your choiceusinga text editor, it is probablyeasierto sendthe
outputto a le in yourlogin directory Thatway, you cankeepthe certi cate for uselater, or move it
to adisketteandstoreit someplacsafe.

Theoutputlookssimilar to thefollowing:

sec 1024D/823D25A9 2000-04-26 Your Name you@example.com

Create a revocation certificate for this key?

PresqY] to createa revocationcerti cate for thelistedkey. Next, you areasledto selectthereason

for revocationandprovide anoptionaldescription After con rming thereasongnterthe passphrase
you usedto generatehe key.
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Onceyour revocationcerti cate hasbeencreatedrevoke.asc ), it islocatedin yourlogin directory
Youshouldcopy thecerti cate to adisketteandstoreit in asecureplace.(If youdonotknow how to
copy a le to adiskettein RedHat Enterpriselinux, seethe RedHat EnterpriseLinux StepBy Step
Guide)

B.5. Expor ting your Public Key

Beforeyou canusepublic key cryptographyother peoplemusthave a copy of your public key. To
sendyour key to correspondentsr to a keysener, you mustexport thekey.

To export your key, soyou candisplayit on awebpageor pasteit in email, type the following com-
mand:

gpg --armor  --export you@example.com mykey.asc

Youdonotseeary output,becausaotonly did you exportyour publickey, you redirectedheoutput
to a le called,for example,mykey.asc . (Without the additionof =~ mykey.asc , the key would
have beendisplayedasthe standarcutputon the monitorscreen.)

Now, the le mykey.asc canbeinsertedinto email or exportedto a keysener. To seethe key, type
less mykey.asc to openthe le in a pager(type [g] to quit the pager).lt shouldlook like the
following:

————— BEGIN PGP PUBLIC KEY BLOCK-----
Version:  GnuPGv1.2.1 (GNU/Linux)
Comment: For info see http://www.gnu pg.o rg

mQGiBDKkHP3URBCKWGsYh43p kXU9wj /X 1G67K8/D SrI8 5r 7dNt HNL L/ ewil 10k2

08saWJIn26QZPsDWd UIMQ@Hf J6 kQTAt9 NzQbgc Vr xL YNig eBsv kHF/ PQn YcZRgL

tZ6syBBWs8JB4 xt 5V09iJ SGAMRJESIp dn2aRXPApdoDw179LMBRg6r+ gwCgsZZa
PGNIkgFu24WM5wClz g4 QTboMD3 MICSKf L99EKS HXcB3y hj +o0LmIrG AVBgoWdr Rd
BIGJQQFhVINSWC8YhN/ 4nGHWaTxgEtn b4Cl 1wl/ G3DKIolY MyRJin kGJ6 XYIP 3b

cCQmMQgATDF5uglAnmddit nw7de Xgn/ eava M RXIMR QSyJ Jy VpbAO20gKe6L 61 nb5H
kjcZA/90bTm49 9dDMRQC NR®f A5pr Ozri y/ zi LUow+cgl 59nt +bEb9nY1mfmUWNG
SWOjCH+pIQHSI er V+EookyOyq3ocUdje RYF/ d2jl 9xmeSyL2H3tD vnuE6vgqFUN

sdvby4B2lku7S /h 06 WESRQAetpzd yX9v S+Pnf8 osu7W36 OWpr QkUG-1bCBHYWs

YWdoZXIgPHBhdWxnYWssQHJI ZGhhdC5j b20+iF YEEXECABYFAj kKHP3UECWOEAWMYV
AwIDFgIBAheAA A0JEJECNVGCPSWM] QAONF2zv RgdR/8 or 9pBhu95z eSnkb7 AKCm
JuXVS0a5KoN7J 61/1 vEwx11poLkBD@Q5Bz+MEAQABztc WRj W&HCgLaE402jy qQ
37gDT/n4VS66n U+Yltz DFScVmgMUFRzhib Lblf O9TpZzxEbSF3T6p9hLLnHGQ1bD
HRsKfh0eJYMMgB3+HyUpNeqCMEEdA9ANWDIP4rQtO 7Pes 38sV0l X00S/s Ty MGWEB
VSNZKk+RI+phA5 5r 1s 8c AAWUEAJjq az vk ObgFrw 10P@mi7f EeDl vP SVBHSAOf vz 4w
c7ckfpuxg/lURQ Nf3TJAOOAcprk 8Gg8J2 CtebAyR/sP5I sr K5I1 lu Gk+10 M&BFpT
/cen20dJtToAF /6 fGnl ke CeP105aWBbDgd AUHBRYkp dWU3GJ7NS692 3f Vg5k hQwg
uwrAIEYEGBECAAYFAk HPAWACOkQkQKa8YI9 Jamliw Cf Xox/ Hjlo rMKnQRk eBcZ

iLyPH1QAOI33F t/ OHBgLt qdt PAvWY(Rbib jW

=BMEc

----- END PGP PUBLIC KEY BLOCK-----

B.5.1. Expor ting to a Keyser ver

If you areonly writing to a few correspondentsjou canexport your public key andsendit to them
personallyIf you correspondvith mary peoplehowever, distribution of your key canbetime con-
suming.Insteadyou canuseakeysener.

A keysener is arepositoryon the Internetwhich canstoreanddistribute your public key to aryone
whorequestst. Mary keysenersareavailable,andmosttry to remainsynchronizedvith eachother;



134 Appendix B. Getting Started with Gnu Privacy Guard

sendingyour key to onekeysener is like distributing it to themall. A correspondentanrequestour
public key from a from a keysener, import thatkey to their keyring, andthey arereadyfor secure
correspondenceith you.

@,

Because most keyservers are synchronized, sending your public key to one keyserver is usually as
good as sending it to them all. You can, however, locate different keyservers. One place to begin your
search for keyservers and more information is Keyserver.Net available at http://www.keyserver.net.

You cansendyour public key from eitherthe shellpromptor from a browser;of course you mustbe
onlineto sendor receve keys from akeysener.

« Fromtheshellprompt,typethefollowing:
gpg --keyserver search.keyserver.ne t --send-key you@example.com

- Fromyour browser go to KeysenerNet (http://wwwkeysener.net) and selectthe option to add
your own PGPpublic key.

Your next taskis to copy andpasteyour public key into theappropriateareaon thewebpagelf you
needinstructionson how to do that,usethefollowing:

- Openyour exportedpublic key le (suchasmykey.asc , which was createdin SectionB.5
Exportingyour Public Key) with apager— for example,usetheless mykey.asc command.

- Usingyour mousecopy the le by highlightingall thelinesfrom the BEGIN PGPto END PGP
notations(seeFigureB-1).

- Pastethecontentof the le mykey.asc into theappropriateareaof thepageon Keysener.Net
by middle-clickingwith your mouse(or left- andright-clicking if you are usinga two-button
mouse).Thenselectthe Submit buttonon thekeysener page (If you make a mistale, pressthe
Resethuttonon the pageto clearyour pasteckey.)
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Figure B-1. Copying Your Public Key

Note thatif you are submittingyour key to anotherWeb-basedeysener, the abase transactions
essentialljthe same.

Thatis all you needto do. Regardlessof whetheryou usethe shell promptor the Web, you seea
messagehatyour key wassuccessfullysubmitted— eitherat the shell promptor at the keysener's
website Fromnow on, usersvhowantto communicateecurelywith you canimportyour public key
andaddit to their keyring.

B.6. Importing a Public Key

The otherendof key exchangeis importing otherpeople$ public keys to your keyring — is just as
simple as exporting keys. Whenyou import someones public key, you candecrypttheir email and
checktheir digital signatureagainstheir public key onyour keyring.

Oneof theeasiestvaysto importakey is to dowvnloadthekey or save it from awebsite.
After downloadinga key andsaving it to the le key.asc , usethefollowing commando addit to
your keyring.

gpg --import key.asc

Anotherway to save a key is to usea browvsers Save As feature.If you are usinga browsersuch
asMozilla, andyou locatea key at a keysener, you cansave the pageasatext le (goto File =>
Save PageAs). In thedrop-davn box next to Files of Type, chooseText Files (*.txt) . Then,you can
import thekey — but remembethe nameof the le you saved.For example,if you savedakey asa
text le callednewkey.txt ,toimportthe le, atashellprompt,typethefollowing command:

gpg --import newkey.txt

Theoutputlooks similar to the following:
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gpg: key F78FFE84: public key imported
gpg: Total number processed: 1
gpg: imported: 1

To checkthatthe processvassuccessfullsethegpg --list-keys commandyou shouldseeyour
newly importedkey listed onyour keyring.

Whenyouimporta publickey, you addthatkey to yourkeyring (a le in which publicandsecrekeys
arekept). Then,whenyou dovnloadadocumenbr le from thatentity, you cancheckthevalidity of
thatdocumenggainsthekey you addedo your keyring.

B.7. What Are Digital Signatures?

Digital signaturecanbe comparedo your written signature Unlike traditional correspondencén
whichit mightbe possibleto tamperwith your written signaturedigital signaturesannotbeforged.
That is becausehe signatureis createdwith your unique secretkey and canbe veri ed by your
recipientusingyour public key.

A digital signaturetimestamps documentgssentiallythat meanghatthe time you signedthe doc-
umentis part of that signature.So if aryone tries to modify the document;he veri cation of the
signaturefails. Someemail applicationssuchasExmh or KDE's KMail , includethe ability to sign
documentsvith GnuPGwithin the applications interface.

Two usefultypesof digital signaturesreclearsigneddocumentanddetatiedsignatues Bothtypes
of signaturesncorporatehe samesecurityof authenticitywithoutrequiringyour recipientto decrypt
yourentiremessage.

In a clearsignednessageyour signatureappearsasa text block within the context of your letter; a
detachedsignatureds sentasa separatele with your correspondence.

B.8. Additional Resour ces

Thereis moreto encryptiontechnologythancanbe coveredin oneslim introductionto GhnuPG Here
aresomeresourcesvhereyou canlearnmore.

B.8.1. Installed Documentation

« man gpg andinfo gpg — Quick Referencef GhuPGcommandsndoptions.

B.8.2. Useful Websites

« http://wwwgnupg.og — The GnuPGwebsitewith links to the latestGnuPGreleasesa compre-
hensve users guide,andothercryptographyresources.

+ http://hotwired.lycos.com/Menonke/backendsearity/tutorials/tuoriall.html  —  Visit the
Encryption Tutorial from Webmonly to learn more about encryption and hov to apply
encryptiontechniques.

- http://wwweff.org/pub/Prvacy — The ElectronicFrontierFoundation,'Privagy, Security Crypto,
& Surwillance"Archive.
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B.8.3. Related Books

« TheOfcial PGP User's Guideby Philip R. ZimmermanMIT Press
« PGP: PrettyGoodPrivacyby SimsonGar nkel; O'Reilly & Associatesinc.

« E-Mail Security:Howto KeepYour Electronic MessaesPrivate by BruceSchneier;JohnWiley &
Sons
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The following table shavs someof the Red Hat Linux applicationsthat are available to perform
mary commontasks.Thisis nota completdist of all applicationsavailable Applicationsin between

Applications

(parenthesesjienoteghe formal nameof the application

Category

Recommended
Application

Extras

Word Processors

OpenOf ce.org Writer

Spreadsheets OpenOf ce.org Calc
Presentations OpenOf ce.org Impr ess
C_hartsand Dia Kchart, Kivio, XFig
Diagrams
Graphics The GIMP Icon Editor (K Icon Editor)
ImageViewers Nautilus Eye of Ghome
Digital Cam- Digital CameraTool Scanand OCR Program (Kooka), The GIMP
eras/Scanners | (gtkam), Scanning

(XSane)
PDAs Jpilot Evolution
CD Recording CD Creator, cdrecord
Text Editors Text Editor (gedit) nano, vi
Email Clients Evolution Mozilla Mail, mutt
WebBrowsers Mozilla Konquerer links

Chat/Instant

MessagingClient (GAIM)

IRC Client (X-Chat), KSirc

Messaging

PDF/PostScript | xpdf GNOME Ghostviewer

Viewers

Project Project Management

Management (MrPr oject)

Fax Fax Viewer (KFax)

Sound Audio Player (XMMS), Kaboodle, aumix , KDE SoundMixer, KMid

CD Player (GNOME CD),
SoundRecorder
(GNOME Sound)Volume
Control (GNOME Volume
Control)

Table C-1. Applications
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A Comparison of Common DOS and Linux
Commands

Appendix D.

Mary Linux commandsypedat a shellpromptaresimilar to thecommandsyou would typein DOS.
In fact,somecommandsreidentical.

This appendixpravides commoncommandsusedat the DOS promptin Windows and their coun-
terpartsin Linux. Basicexamplesof how the commandareusedat the Linux shell promptarealso
provided. Note that thesecommandsusually have a numberof options.To learn more abouteach
commandreadits associatednanpage(for example,typeman Is atthe shellpromptto readabout
thels command).

Command' s MS-DOS Lin ux Basic Linux Example

Purpose

Copiesles copy cp cp thisfile.txt /home/ thisdirectory

Moves les move mv mv thisfile.txt /home/ thisdirectory

Lists les dir Is Is

Clearsscreen cls clear clear

Closesshell exit exit exit

prompt

Displaysor sets date date date

date

Deletesles del rm rm thisfile.txt

"Echoes"outputto | echo echo echo this message

thescreen

Editstext les edit gedit (a) gedit thisfile.txt

Compareshe fc diff diff ~ filel  file2

contentof les

Findsa string of find grep grep word or phrase thisfile.txt

textina le

Formatsadiskette |format a: | mke2fs /shin/mke2fs /dev/fd0  (/dev/fd0 isthe
(if diskette Linux equialentof A: )
isin A)

Displayscommand| command man or man command

help 1? info

Createsadirectory | mkdir mkdir mkdir  directory

Views contentf a | more less (b) less thisfile.txt

le

Renames le ren mv(c) mv thisfile.txt thatfile.txt
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Command' s MS-DOS Lin ux Basic Linux Example
Purpose

Displaysyour chdir pwd pwd

locationin the le

system

Changesdlirectories| cd cd cd /directory/directory
with aspeci ed pathname pathname

path(absolute

path

Changesdlirectories| cd.. cd .. cd ..

with arelativepath

Displaysthetime | time date date
Shavsamountof | mem free free

RAM in use

Notes:

a. Gedit is agraphicalext editor; othereditorsyou canusein placeof Gedit includenano and
vi .

b. Themore pagercanalsobeusedto pagethrougha le onescreeratatime.

c. Themvcommandcanbothmove a le and,if youwantto renamea le in the samedirectory
"move" that le to the samedirectorywith anewv name.

Table D-1. Similar Commands
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System Directories

Thisis alist of the primary RedHat EnterpriseLinux systemdirectories Eachdirectoryis described
brie y. For additionaldirectoryinformation,refer to the RedHat EnterpriseLinux SystemAdminis-
tration Guideandthe RedHat EnterpriseLinux RefeenceGuide

« /bin/  — Usedto storeusercommandsThedirectory/usr/bin/ alsostoresusercommands.

- /sbin/ — Locationof mary systemcommandssuchasshutdown . The directory/usr/sbin/
alsocontainsmary systemcommands.

« Jroot/ — Thehomedirectoryof root, thesuperuser

- /misc/ — This directoryis usedfor automaticallymountingdirectorieson removeabledevices

(suchasZip drives)andremotedirectoriegsuchasNFSsharesysingautofs . Referto theautofs
manualpage(typeman autofs atashellprompt)for moreinformation.

- /Imnt/  — This directory typically containsthe mountpointsfor le systemsmountedafterthe
systemis booted For example,the default CD-ROM mountpointis /mnt/cdrom/

«+ /boot/ — Containshekernelandother les usedduringsystemstartup.

« [lost+found/ — Usedby fsck to placeorphanedles (les withoutnames).

« lli/ — Containamary device modulesandlibrary les usedby programsn /bin/  and/sbin/
Thedirectory/usr/lib/ containdibrary les for userapplications.

. /dev/ — Storesdevice les.

« letc/ — Containscon guration les anddirectories.

- Ivar/ — Forvariable (or constantlychanging)les, suchaslog les andtheprinterspool.

- lusry — Containsles anddirectoriesdirectly relatingto usersof the system suchasprograms
andsupportingibrary les.

« Iproc/ — A virtual le system(notactuallystoredon the disk) thatcontainssysteminformation
usedby certainprograms.

« finitrd/ — A directorythatis usedto mounttheinitrd.img image le andloadneededievice

modulesduringbootup.

&Warning

Do not delete the /initrd/ directory. You will be unable to boot your computer if you delete the
directory and then reboot your Red Hat Enterprise Linux system.

« Itftpboot/ — Containsles andapplicationsieededor PrebootExecutionEnvironment(PXE),
aservicethatallows clientmachinesandmachinewithout harddrivesto bootanoperatingsystem
from animageon a centralPXE sener.

« /tmp/ — Thetemporarydirectoryfor usersandprogramsitmp/ allows all usersonasystenread
andwrite access.

- /home/ — Defaultlocationof userhomedirectories.

« lopt/ — Directorywhereoptional les andprogramsarestored.This directoryis usedmainly by
third-partydevelopersfor easyinstallationanduninstallationof their softwarepackages.
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Keyboar d Shor tcuts

Herearea few keyboardshortcutsyou canuseto performcommontasksquickly. Many more are
availablein additionto whatis listed here.For morecommandine andkeyboardshortcutsyisit:

http://sunsite.dk/li nux-ne wbi e/l nag_comnands.h tml #short cut s

- [Ctrl] +[Alt] + [BackspaceF kills your currentX sessionKills your graphicaldesktopsession
andreturnsyouto thelogin screenUsethisif thenormalexit proceduredoesnotwork.

« [Ctrl] +[Alt] + [Delete]= shutdovn andrebootsyour RedHat EnterpriseLinux systemat a non-
graphicalshellprompt.Useonly whenthe normalshutdevn proceduredoesnot work. In agraph-
ical desktopsessionthis shortcutdisplaysthe desktoplogout screenthat allows you to logout,
reboot,or shutdown your system.

« [Ctrl] +[Alt] +[Fn]=switchesscreens[Ctrl]+[Alt] + oneof thefunctionkeysdisplaysanavailable
screenBy default, [F1] through[F6] aretext-modeshell promptscreensand[F7] is the graphical
desktopscreen.

- [Alf] + [Tab] = switchestasksin a graphicaldesktopervironment.f you have more than one
applicationopenatatime, you canuse[Alt] + [Tab]to switchamongopentasksandapplications.

- [Ctrl]] + [a] = movescursorto the baginning of a line. This works in mosttext editorsandin the
URL eld in Mozilla.

« [Ctrl] + [d] = logoutof (andclose)shell prompt.Usethis quick shortcutinsteadof typing exit or
logout .

« [Ctrl] + [e] = movescursorto endof aline. Thisworksin mosttext editorsandin the URL eld in
Mozilla.

« [Ctrl]] +[I] = clearstheterminal.This shortcutdoesthe samething astypingclear atacommand
line.

« [Ctrl] + [u] = clearsthe currentline. If you areworkingin aterminal,usethis shortcutto clearthe
currentline from the cursorall theway to the beginning of theline.

- [Middle MouseButton] = pasteshighlightedtext. Usethe left mousebuttonto highlight the text.
Pointthe cursorto the spotwhereyou wantit pastedClick the middle mousebuttonto pasteit. In
asystemwith atwo-buttonmousejf you con gured your mouseto emulatea third mousebutton,
you canclick boththeleft andright mousebuttonssimultaneouslyo performa paste.

. [Tab]=commandautocompleteUsethis commandvhenusinga shellprompt.Typethe rst few
character®f acommandor lename andthenpressthe[Tab] key. It will automaticallycomplete
thecommandr shav all commandshatmatchthe charactergou typed.

- [Up] and[Down] Arrow = shavs commandhistory Whenusinga shell prompt,pressthe [up] or
[down] arrow to scroll througha history of commandsyou have typedfrom the currentdirectory
Whenyou seethe commandyou wantto use,presgEnter].
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